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the more likely they are to become targets of spear phish because of the 

time and effort it takes to get to them and the resultant payoff. This is 

when the consequences can become dire at the level of entire economies 

as opposed to individuals.

If you move beyond the common criminal and the common motive 

of quick money, the rationale and the attackers can get big and scary 

pretty quickly. At one end of that, there might be people interested in the 

public embarrassment of a large organization for political or personal 

beliefs. For example, the Syrian Electronic Army (SEA) has been cited 

in a number of recent cases in which phishing e-mails led to the com-

promise of several media organizations, including the Associated Press 

(AP),1 CNN,2 and Forbes,3 just to name a few. Clearly, there have been 

fi nancial consequences; for instance, the hack of the AP Twitter account 

caused a 143-point drop in the Dow (see Figure 1-1). No small potatoes, 

but what about the public loss of reputation for a major media outlet? 

We could debate all day which consequence was actually more costly. 

On a positive note, however, it did make all of us reconsider whether 

social media is the best way to get reliable, breaking news. 

Figure 1-1: Hacked AP tweet

Going even deeper, we get into cyber espionage at the corporate and/

or nation-state level. Now we’re talking about trade secrets, global econo-

mies, and national security. At this point, the consequences and fallout 

become clear to even the most uninformed citizen. A current story rocking 

international news alleges that Chinese military attackers have breached 

fi ve major U.S. companies and a labor union.4 The companies are part

of the nuclear and solar power and steel manufacturing industries. For 

the fi rst time in history, the United States has brought charges of cyber 

espionage against another country.5 All of this was initiated by some 

simple e-mails.

I guess this is a long way of saying that phishing should matter to 

everyone, not just security nerds. Cyber espionage might not be something 
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Figure 1-2: The infamous Amazon.com phishing e-mail 

If you read this e-mail closely, you will notice that the language isn’t 

quite up to par, and there are anomalies, such as random capitalization. 

These characteristics are common hallmarks of phish, as many senders 

aren’t native English speakers. The key here is that the quality of the 

e-mail is more than good enough to pass a quick inspection by a recipi-

ent with his hair on fi re.

Chris clicked the link and ended up on what looked like the Amazon

.com website, as shown in Figure 1-3. Even a close visual inspection 

wouldn’t have been revealed it as fake because the site had been cloned. 

At this point, Chris’s years of training kicked in. He looked at the 

website URL (address) and realized it wasn’t legitimate. If he had 

entered his login credentials as he was asked to, his account contain-

ing his PII and his credit card information would have been hijacked. 

This almost worked because the website itself was an exact duplicate 

of the real thing, and the e-mail came at a time when Chris was busy, 

tired, and distracted—all things that can prevent critical thinking. 

(We’ll talk more about this in Chapter 4.) The bottom line here is that 

website cloning is a very convincing way of getting people to believe 

the phish is real.

One fi nal trick that scammers use is to follow up phishing e-mails 

with a phone call. This is also known as vishing (for voice phishing) 

or phone phishing. Vishing has many malicious goals, ranging from 

adding truthfulness and credibility to an e-mail all the way to directly 

requesting confi dential information. This technique emphasizes the 
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idea that you should be closely protecting your PII. I grew up in an 

era in which people regularly had their Social Security and telephone 

numbers printed on their checks, right under their addresses, which 

basically announced, “Please steal my identity, Mr. Criminal!” Imagine 

how convincing it would be if you received an e-mail directly followed 

by a phone call from “your bank” that urged you to click the link, go to 

a website, and update your account information.

Figure 1-3: Fake Amazon.com website

A real example occurred recently at the corporate level. It was dubbed 

“Francophoning” because the targets were primarily companies based in 

France.6 The attack was well planned and executed. An administrative 

assistant received an e-mail regarding an invoice, which was followed 

by a phone call by someone claiming to be a vice president within the 

company. He asked the assistant to process the invoice immediately.

She clicked the e-mail link, which led to a fi le that loaded malware. 

This malware enabled attackers to take over her computer and steal 

information. This example is interesting because so many factors are 

in play—for example, the use of authority and gender differences in 

compliance—but the main point here is that any story becomes more

convincing if you hear it from more than one source. 
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Although the fi nal hit to consumers is still to be determined, the Target 

breach has already cost more than $200M for fi nancial institutions to 

reissue compromised credit cards—and that’s before taking into account 

any charges for fraud, which consumers aren’t liable for. All in all, this 

was a dramatic and expensive lesson in the dangers of phishing.

Another notable breach that you may not even remember involved 

RSA. At this point, any mention of RSA probably relates to the encryp-

tion controversy it experienced in connection to the National Security 

Agency starting in late 2013. That story was so big that it practically 

overshadows the corporate breach the company experienced in 2011.10

Unlike the opportunistic Target attack, this one appears to have been a 

very deliberate action taken against RSA employees. It was apparently 

the result of a malicious Excel spreadsheet attachment to an e-mail sent 

to low-level RSA users (see Figure 1-4).

Figure 1-4: RSA phish

RSA’s spam fi lters reportedly caught the e-mails, sending them to 

users’ Junk folders. The interesting point here is that humans overrode 

technical controls that worked the way they should have. At least one 

recipient opened the e-mail and clicked the attachment. This gave attack-

ers entry into the internal network and enabled them to eventually steal 
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Figure 1-5: Associated Press spear phish

Phish in Their Natural Habitat

We would be doing the topic of phishing a disservice if we didn’t start 

with the Nigerian 419 scam. Also known as the advance-fee fraud, this con

is apparently more than 200 years old in practice (as you can imagine, it 

took a lot longer to get scammed over snail mail, but it still happened). It 

gets its most modern name because of Nigeria’s notoriety as  supposedly 

being a large source of these scams. The number 419 refers to the Nigerian 

criminal code that addresses fraud. 

You have probably seen a number of variations of this scam. For exam-

ple, a rich prince has been deposed and needs your help in transferring 

his vast wealth, or a dying man is trying to make up for being generally 

unpleasant and needs your help in disbursing funds to charity orga-

nizations. Whatever the cover story, a few components are consistent:

■ The amount of money in question is vast.

■ They are trusting you, a complete stranger, to transfer, disburse,

or hold the money.

■ You get a cut for your trouble, but you need to do one of the 

following:

■ Provide your bank account information so they can transfer 

the money

■ Assist them by paying transfer fees, mostly due to some sort 

of precarious political or personal situation



 Chapter 1 ■ An Introduction to the Wild World of Phishing 11

Figure 1-6 shows a real example of one e-mail I recently received. Okay, 

so this one came from a guy in Ghana, but you get the general idea.

Figure 1-6: Michele’s Nigerian 419 phish

This is probably a pretty obvious scam to the vast majority of people, 

but what are some specifi cs that told me this wasn’t a legitimate offer 

from African royalty?

■ I don’t know any African royalty—or anyone from the Department 

of Minerals and Energy in Ghana, for that matter. I don’t even 

know anyone named Johnson Adiyah.

■ There’s no reason Johnson Adiyah would know me, either. Well, he 

apparently doesn’t, because he didn’t actually greet me by name.

A deal this big and he doesn’t even know my name?!?

■ Although I appreciate spontaneity, this offer is really, really out 

of the blue.

■ They are entrusting me (as opposed to a bank or a trust or even 

a law fi rm) to handle $8.5 million. Just roll that around in your 

head for a minute. Now, I like to think I’m a generally  trustworthy 

person, but do you know how much cake and crab I could buy 

with $8.5M?
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■ There have been a number of invalid login attempts on your account.

■ Your bank has upgraded its online security.

■ You are overdue on a loan or paying taxes.

Figures 1-7 through 1-10 show examples of phish in the wild. Most 

of these attempts are signifi cantly better and more sophisticated than 

the Nigerian phish; they might contain logos and images, which makes 

them look much more legitimate. Let’s classify these as the intermediate 

level of phishing scams.

Despite the greater fi nesse involved in these phish, there are still some 

details that will help you identify the fakers:

■ Greetings still typically are vague; shouldn’t your bank know your 

name? “Valued Customer” doesn’t count.

■ Spelling, grammar, and capitalization, although better, can still 

be a little off.

■ Links to online validation forms indicate the web address doesn’t 

really belong to the alleged sender.

■ Use of urgent language (“Please respond immediately or access to 

your account will be blocked”).

Figure 1-7: Wells Fargo phish example
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Figure 1-8: Bank of America phish example

Figure 1-9: Tax filing phish example
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Figure 1-10: PayPal phish example

These e-mails coerce action mainly through a certain level of fear or 

apprehension. Anything that threatens access to your money is scary. 

In fact, most of the examples throughout this section have a great many 

things in common, especially in the way they get people to act:

■ Use of authority: This is a principle of infl uence that is covered in 

depth in Chapter 3, but basically people are social creatures and

we all respond to authority in one form or another.

■ Time constraints: Oh, no! It says that access to your account expires

in 48 hours! This kind of language really increases the level of 

anxiety. Because of our survival instinct, anything that limits access 

to a resource feels threatening.

■ Possible compromise: It’s truly frightening to think that your 

bank has detected what could be someone poking around in your 

accounts. The only person who should be swimming around in 

my gold pieces is me. And possibly Smaug.

Social Media Threats

Another common theme you may have seen is phishing through the 

use of social media. Come on—the point of social media is to be, 
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well, social. So getting an e-mail through one of the services notify-

ing you of friend requests or asking you to check out a link makes 

perfect sense. In general, these types of e-mail are at about the same 

level of diffi culty as, and can be identifi ed as illegitimate by the same 

details as, the fi nancial services phish. In my opinion, though, some 

of these are easier to fall for because if you participate in social media, 

getting an invitation of some sort is common and, more important, 

desirable. In addition these phish might not set off the same alarms 

that an unsolicited bank e-mail would so you may be less guarded 

in your response.

Like the fi nancial services phish, these types of e-mails will sometimes 

use fear to encourage behavior, such as the one shown in Figure 1-11. 

Figure 1-11: YouTube phish example

Fear is a great universal motivator, but losing access to a social media 

account is more of an inconvenience than a critical event (well, for most
of us, anyway). However, the social media pretext also gives attackers a 
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couple of alternatives to the use of fear through encouraging participa-

tion and connection. These attacks also prey on a sense of obligation. 

Social media sites grow through the connections that are made. They 

make participation fun and make you a part of a tribe. Phishing attacks 

play on those same themes. A lot of people click because they don’t want 

to hurt others’ feelings by not accepting a friend request, or they don’t 

want to seem rude by not responding—even to people they don’t know. 

(See Figures 1-12 and 1-13.)

Figure 1-12: Facebook phish example

N O T E  You know, I had a sort of virtual relationship when I was a kid. She 

was a pen pal. I distinctly remember that it didn’t have the power or imme-

diacy that virtual relationships seem to have for many people today. The phe-

nomenon of social media is still a really interesting thing to me. It’s created a 

quick and fairly eff ortless way for people to connect far beyond their typical 

social and professional circles. Unfortunately, it also makes folks who are 

interested in meeting people and developing their networks particularly vul-

nerable to this type of phishing. In this case, it’s good to be someone content 

to live under a rock. I literally have 34 legitimate invitations sitting in one of 

my accounts right now. I should probably learn to be a little less laissez-faire,

or people will think I don’t want friends.
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Figure 1-13: LinkedIn phish example

High-Profi le Event Scams

A fi nal category of phish in the wild that you may have seen is particularly 

heinous. Scammers send phish directly after a high-profi le event, such 

as a natural disaster, plane crash, or terrorist attack—basically anything 

that receives massive media attention and therefore is in the forefront 

of most people’s minds. They take advantage of our natural reactions 

of fear, curiosity, and compassion. These examples are still mostly at a 

very intermediate level when examined with a critical eye. They contain 

obvious indicators that they’re not legitimate. That said, some people 

are vulnerable to falling for these types of phish simply based on their 

emotional response to the situation. And really, what’s the best way to 

keep someone from thinking straight? Incite strong emotion. Chapter 

2 talks about an interesting phenomenon called “amygdala hijacking.” 

Within 24 hours of Target announcing its breach, scammers started 

exploiting people’s anxieties about the status of their personal and fi nan-

cial information. There were at least 12 different scams identifi ed, one 

of which was identical to Target’s e-mail to customers explaining the 

event and offering free credit monitoring.13 As shown in Figure 1-14, this 

phish would have been diffi cult for anyone to catch. Because the text 

was an exact copy of what was sent by Target, you would have had to 

check the sender e-mail or the links. One more thing that made this one 

really tricky: The real e-mail from Target came from sender TargetNews@

target.bfi0.com, which looked dodgy to everyone. Confusion and fear

reigned, and the situation was defi nitely abused by the bad guys.



 Chapter 1 ■ An Introduction to the Wild World of Phishing 19

Figure 1-14: Real or phish?

Obviously people with Target accounts were most vulnerable to these 

scams. Target is such a massive retail outlet, though, that the breach was 

enough to raise everyone’s blood pressure a point or two. Is there anyone 

out there who hasn’t shopped at Target at least once in his or her lifetime?

Chris and I are here to educate, not judge, but the post-disaster variants 

of high-profi le event scams are undeniably some of the most deplorable. 

Instead of trying to intimidate (which is bad enough), these threats 

exploit your connection to others. Within hours of the Boston Marathon 

bombings, scammers were already hitting inboxes.14 Many were very

simple e-mails that provided a link to supposed videos of the explosions. 

Taking advantage of people’s natural curiosity, these links led to websites 

that downloaded malware. A variant used both authority and curiosity 

through spoofi ng an e-mail from CNN (see Figure 1-15).

The worst, of course, are those phish that take advantage of people’s desire 

to help others. Within hours of any tragic event, scammers are sending 
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out pleas for help. Figure 1-16 shows one of the e-mails that circulated 

after an earthquake and subsequent tsunami hit Japan in 2011. Reports 

indicated that scams were seen three hours after the initial earthquake.

Figure 1-15: Boston Marathon variant

Figure 1-16: Japanese tsunami phish
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Phish with Bigger Teeth

Do you feel like you’ve taken a drink from the fi re hose yet? The devi-

ousness and ingenuity that people use to steal from others is truly over-

whelming. Even worse, the previous examples just touch on the most 

basic phish. There are additional variations that add complexity to a 

whole new (and depressing) level. 

Chris and I started categorizing levels of diffi culty in order to help 

our clients understand what they’re seeing and also to track clients’ 

progress in identifying progressively harder phish. We’ll get into specifi c 

diffi culty levels and their descriptions in Chapter 6.

Intermediate Phish

The examples you’ve already seen are mostly at the beginner and inter-

mediate levels, but some of the examples thus far would defi nitely fall 

on the high-intermediate end of the spectrum. For example, the Target 

letter was an exact copy of the real thing except for links to bad web-

sites. So let’s do a little deep dive into the trickier ones and break them 

down a little bit.

Our fi rst example is another bank phish, as shown in Figure 1-17.

Figure 1-17: Intermediate bank phish
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Figure 1-18: Intermediate BBB phish

If you looked closely, you probably caught at least a couple of the following 

details that make the phish in Figure 1-18 a better-than-average attempt:

■ Better personalization: This was clearly sent to an individual and 

referenced that person’s business. Although there was no use of imag-

ing or logo, the Better Business Bureau is a well-known organization. 

■ Better use of fear/anxiety: This e-mail is a complaint, comes from 

the BBB, and specifi cally mentions contract issues and the fact that 

the business has not responded to the complainant. These are all

enough to raise alarms with a business owner.

■ Use of authority: There are all kinds of reference numbers, case

numbers, OMB numbers—it all looks really offi cial.

■ E-mail address: The sender’s e-mail address looks feasible; it appears 

to come from the @bbb.org domain.

Fortunately, there are still some weaknesses with this e-mail; did you 

spot them?

■ The case number in the subject line does not match the case number 

in the body of the e-mail.

■ No identifi cation of sender. Sure, it’s coming from the BBB, but 

you would think there would be a person assigned to be your 

point of contact.
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■ Again, if we investigated the link to access the complaint, we would 

fi nd it doesn’t go to a BBB-owned domain.

■ There are still minor grammar errors.

■ There’s no such thing as the Better Business Bureau of Consumer

Protection Consumer Response Center. I looked it up.

Advanced Phish 

Okay, it’s time to look at something a little harder to identify. The example 

shown in Figure 1-19 is an advanced-level phish. Unlike the LinkedIn 

e-mail shown in Figure 1-13, this one is trickier to identify as a scam. I 

suspect it is a clone of e-mails you would get that invite you to connect, 

along the lines of the Target e-mail shown in Figure 1-14.

Figure 1-19: Advanced LinkedIn phish

Why would this e-mail work?
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Figure 1-20: Advanced AT&T phish

Clearly the AT&T example is very diffi cult to identify as a scam; it 

defi nitely passes the basic sniff tests. Fortunately, my friend is in the 

habit of never accessing any accounts through e-mailed links. Hopefully 

after fi nishing this book, you’ll at least rethink your habits.

Spear Phishing

To fi nish out this chapter, let’s talk about the spear phish. Again, this is 

a phish that has been personalized to a specifi c recipient. The attacker 

has taken the time to get to know you; at a minimum, he knows your 

fi rst name, last name, and e-mail address. Depending on how important 

you are, he might know a lot more than that. By doing just a few simple 

searches, he could fi nd you through social media, your company’s web-

site, or anything else that you’ve participated in online. If you’re really 

important, he’ll know all about your hobbies, your interests, and what 

properties you own; he might even have knowledge about your family. 

Heck, if he fi nds anything really bad or embarrassing, he might not 

even have to disguise his attempt to get what you have. At that point, he 
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could just use that information to extort money or get you to data mine

information for him. But I digress. We’re talking about phish.

As creepy as it is, it’s this level of research that can create a phish that’s 

very diffi cult to resist. An attacker that really wants what you have won’t 

hesitate to play dirty. He’ll fi nd out if you recovered from a severe ill-

ness and are now an advocate for that charity. He’ll know if you like to 

gamble online or if you have a mortgage that’s too big for your paycheck. 

This is really the heart of a spear phish. It’s personal.

Figure 1-21 is an example of a spear phish that was making its rounds 

to top-level executives fairly recently.15 Can you imagine getting this in 

your inbox?

Figure 1-21: Spear phish

Let’s do one fi nal breakdown for the e-mail in Figure 1-21. What makes 

this a compelling message?

■ It uses the U.S. District Court logo.

■ It plays on fear and respect for authority. Who is ever happily 

surprised to be subpoenaed and COMMANDED to appear?

■ It’s personalized to a full name, e-mail address, business, and 

telephone number.

■ It includes a time constraint. There’s a date and time the recipient 

must appear—or else.
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I’m not going to try to make you an expert on decision-making, but I 

do want to introduce a few concepts to get you thinking about it. This in 

no way represents all of the excellent research that has been done or is 

being conducted in the area of decision-making. Think of this as a taster.

Even based on a cursory examination, it turns out that there is a host 

of factors that can affect what decisions we make and how we make 

them. Before you read what follows and throw your hands up in despair, 

remember that many humans’ (and other species’) oddities boil down 

to one thing: survival. Many of the factors described in this chapter

increase the likelihood of survival by encouraging us to think quickly 

or take higher risks as situations become dire. Although most of us no 

longer live by tooth and claw, many of our survivalist adaptations have 

persisted.

Cognitive Bias

I have cognitive biases. You have them, too. In fact, we all have them. 

Don’t worry; it’s normal. A cognitive bias is a tendency to think a certain 

way, often as a result of past experience. Sometimes a cognitive bias is 

a good thing because it enables you to make quicker or better decisions 

given the right situation. Many times, though, it can cause erroneous 

decision-making because it can prevent you from taking in all available 

information. 

If humans were really rational decision-makers, we would make the 

same decision based on facts regardless of how a situation is presented, 

but that’s just not the case. The classic example is whether you would 

rather buy meat that is 80 percent lean or 20 percent fat (see Figure 2-1).

Figure 2-1: Which would you buy?
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Figure 2-2: Is this dog smiling or getting ready to bite?

Physiological States

Are you sleepy? Hungry? Do you need to go to the bathroom? The 

state of your body can really have an effect on the quality of your 

decision-making. 

Researchers have found that a single night of sleep deprivation resulted 

in riskier decision-making.1 They found greater activity in the parts of 

the brain responsible for optimism, as well as reduced activity in the 

areas responsible for calculating negative outcomes. What this means 

is that when we’re fatigued, we overestimate our chances at winning.

This concept is something Las Vegas casinos having been taking 

advantage of for a very long time. From the overstimulation created by 

bright lights and scantily clad cocktail waitresses to the lack of clocks 

and windows, casinos get you to stay up late and gamble far beyond the 

point at which you should have called it a night.

Have you ever been so hungry that you were mad? Chris is very 

familiar with what happens when I get “hangry.” When we’re on a job 

together, he offers to buy me sugary drinks and food about every 20 

minutes. But being hungry doesn’t just make you cranky; it can also 

affect risk-taking behavior.

A number of human and animal studies confi rm that as hunger 

increases, so does risky decision-making.2,3 This makes sense from a 

survival perspective. Deep down, hunger is a threat (not just an explicit 

action from me to Chris as my blood sugar drops). Because survival 

mechanisms are hardwired, we respond to hunger in much the same 

way that our ancestors did when lack of food really might have been a 

matter of life or death.
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■ The quality of a decision isn’t always related to our satisfaction 

with it. Clearly, these examples were all pretty bad decisions. But

at some point, the person involved probably felt optimistic about it.

■ Decision-making is a sum of a number of factors, including our 

perceptions and emotions. What might make someone post a selfi e 

wearing stolen merchandise? Pride? Feelings of invulnerability?

■ We make large and small decisions every day without having 

all of the relevant information we might need. For example, per-

haps the gentleman who issued the Heartbleed challenge on The
Washington Post website did not have a full understanding of the

gravity of that situation.

■ We make some large and small decisions fairly frequently without 

any thought. Although robbing a merchant is no small decision,

the guy who used the plastic-bag disguise probably didn’t put a 

lot of thought into the execution of his crime.

How Phishers Bait the Hook

Let’s now bring what we know about decision-making back to phish-

ing. The people who send phish aren’t necessarily formal students of 

human nature, but the good phishers do have an understanding of basic 

decision-making processes. They know they have a good chance of short-

circuiting our logic if they can somehow create strong emotion in us. 

The challenge is to create a compelling message that works at a distance. 

I mentioned the use of emotions in the context of certain phishing 

themes in Chapter 1, but the following are what I think to be more 

extreme examples of their exploitation.

The example shown in Figure 2-3 isn’t a particularly great phish, but it 

is a good illustration of the appeal to greed. Would I take $30 if someone 

handed it to me? Heck, yeah! The money has already been deposited. You

don’t have to make a claim or negotiate; you just have to click.

Figure 2-3: Appealing to a sense of greed
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N O T E  Bitcoins (BTCs) are a digital currency that translates to real-world 

money. The value of Bitcoins fl uctuates based on supply and demand, and 

there is a limited number in existence. Using Bitcoins has become a popular 

way to conduct anonymous purchases because it’s done directly between

parties without including a fi nancial institution. Coinbase, the company men-

tioned in Figure 2-3, is one of many Bitcoin exchanges.

Figure 2-4 shows a phish that was circulating around the United 

Kingdom a while back. The National Institute for Health and Care 

Excellence (NICE) is an actual medical organization, so this message 

has the feel of a legitimate e-mail. I don’t care who you are; I think you’d 

be hard-pressed to fi nd anyone who isn’t scared of being diagnosed with 

cancer. This phish does more than produce anxiety over losing access to 

social media or even a bank account as discussed in Chapter 1. This one 

calls one’s mortality into question and elicits a very clear feeling of fear.

Figure 2-4: Appealing to a sense of fear

As shown in Figure 2-5, the bad guys appealed to a number of different 

emotions in e-mails that announced the death of someone the recipi-

ent knows. The phishers used the names and addresses of real funeral 

homes. Imagine receiving one of these e-mails; you would probably feel 

a combination of fear, sadness, and curiosity. This was an emotionally 

powerful phish that caught the attention of the Federal Trade Commission.

Figure 2-5: Appealing to a sense of fear, sympathy, and curiosity
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Finally, who isn’t looking for love (or at least a reasonable facsimile)? 

Unless you are really lucky, you have probably made a bad decision 

related to someone you felt was desirable. As shown in Figure 2-6, life 

online mimics life in the fl esh.

Figure 2-6: Appealing to a sense of desire

Although the examples in this section are all different, the cycle of 

emotion-based response is pretty much the same, and I would guess that 

you’ve experienced this in some form or fashion. In this case, an e-mail 

comes in, and our interpretation of the message creates an emotional 

response. This response is refl ected in a physical reaction—raised blood 

pressure, increased heart rate, and so on. Despite our many years of 

modernization and progress, our bodies still respond to all threat (even 

emotional threat) as if it were preparing for a life-or-death struggle.

If this response is strong enough, it can affect our ability to think critically 

about the situation. And if there happen to be any of the factors discussed 

earlier in play (such as cognitive biases), these e-mails can have an even 

greater impact. We fall victim to impulsive and emotional behavior. It’s a 

vicious cycle that’s illustrated in Figure 2-7. It’s also a topic close to Chris’s 

heart, so I’m going to hand the reins to him for the next section.

Emotion-based
phish

Creates responses
in brain and body

Emotion takes over
logic

Lack of reason
leads to bad

decision

Impulsive or
emotional behavior 

takes place

Figure 2-7: Emotional decision-making cycle
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Introducing the Amygdala

Michele asked me to step in here to talk about something I wrote about 

in my last book, Unmasking the Social Engineer (Wiley, 2014), called amyg-
dala hijacking. Before I jump a few neurons deep into the amygdala beinggg
hijacked, let me just give you a bird’s-eye view of the amygdala, which

is an amazing little part of our brain.

The amygdala is a tiny little mass of gray matter a little south of 

the hypothalamus and west of the hippocampus (see Figure 2-8). Even 

though it’s small, it has a major job, which is to process stimuli from all 

modalities (sight, hearing, smell, touch, taste) and send those processes 

to other parts of our brain to be handled.

Basal ganglia

Hippocampus

Amygdala

Hypothalamus

Figure 2-8: Location of the amygdala in the brain

For example, during a conversation with Neil Fallon, the amazing lead 

singer from the band Clutch, he told me that when he wants to prepare 

for a show he has a shirt that contains what he eloquently described 

as “show smell” (and, no, I won’t even fathom what that means). He 

puts the shirt on, and as the smell enters his nose it sets his mind in 

the mood to get on stage and perform. It’s like a trigger to turn on the 

“stage” version of Neil.

You can almost picture it: The shirt goes on, the smell enters Neil’s 

nose, the amygdala starts to process that stimuli, and it says, “Hey, I 

know this smell. I need to trigger adrenaline!” Blood starts to fl ow, 

excitement builds, and Neil is ready to entertain the masses with his

bearded glory.
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 3. Consider viable options: Are there different ways to view the

problem? Are there other choices? What might be the outcomes?

 4. Make the decision: Notice that this is the fourth step, not the fi rst.

 5. Evaluate: Did the decision meet your expectation? Why or why 

not? What can you learn for next time?

Define the
problem

Gather
information

Consider
options

Make
decision

Evaluate

Figure 2-9: Basic decision-making model

Now, obviously you don’t (and shouldn’t) do this every time you’re 

trying to decide on cheddar or Swiss. But if you get into the habit of 

thinking a certain way about important decisions, the whole process 

becomes ingrained and turns into a habit rather than a huge problem 

to work through every single time. Just take a minute to think before 

you act. That’s all we’re saying.

Summary

I hope this has been both an informative and entertaining chapter, but 

it’s only part of the puzzle. This chapter was from the perspective of the 

decision-maker—the person who picks paper over plastic or chocolate 

over raspberry and feels strongly enough about an e-mail from a stranger 

to make a bad choice. 

Chapter 3 explores choice from the perspective of the people who write 

the phish. What tools do they have at their disposal? How do they elicit

this strong emotional response that we talked about?
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probably heard about someone who’s a “bad infl uence,” but have you 

ever heard anyone use the term “good manipulation”? Despite the fact 

that both things may result in a decision, a behavior, or an other  outcome 

that seems identical, the way the results were obtained and how the 

target feels are fundamentally different.

In this respect, I think of infl uence and manipulation as being at the 

opposite ends of a spectrum. One end is clearly positive, such as a gentle 

suggestion given to a family member that helps her make healthier eating 

decisions. The other is clearly negative, such as information disclosed 

under terror for one’s safety. In between are situations that are much more 

diffi cult to distinguish because there are interactions that can have both 

positive and negative aspects to them. There is no doubt that infl uence 

creates anxiety or a need to act; without that, there is no motivation to 

change behavior. So understand that the point on the spectrum where 

infl uence becomes manipulation is not actually a single point but a vast, 

gray area often open to individual interpretation.

Figure 3-1 provides an example of one way to visualize infl uence and 

manipulation. In the fi gure I added some examples of ways in which 

they can be accomplished. I expand on these later in the chapter. Using 

the previously stated defi nition, it’s easy to see why we’d categorize 

 mentoring as infl uence and the use of threats as manipulation. But there’s 

that large area in the middle. Like all the other examples, however, which 

end of the spectrum a situation favors depends highly on the choices 

made by the social engineer. 

Figure 3-1: Influence versus manipulation

A request for help can be a powerful form of infl uence or an egregious 

manipulation. It’s one thing for someone to get in the door of a secured 

facility by asking for assistance badging in, but I think most people 

would agree that it’s a completely different situation for someone to ask 

for people’s money by lying about having a sick child. Does the distinc-

tion matter? It does, depending on your goals.
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Why the Diff erence Matters to Us

Chris and I provide professional social-engineering services and 

 education to our clients. These clients care about the security of their 

companies and the development of their employees. Practically  speaking, 

it’s also a much better fi nancial decision to invest in the employees 

one already has as opposed to constantly dealing with turnover and 

retraining. As a result, companies don’t want their people to feel bad 

about having been tricked into disclosing information or clicking on a 

phish. They understand the value of making their people an active part 

of corporate security. This is much more likely to happen if people feel 

positive about having been tested and educated and improving their 

performance. As Chris would say, “Always make a person feel better 

for having met you.”

Can you imagine receiving the e-mail shown in Figure 3-2 and 

then fi nding out it was part of a phishing campaign agreed to by 

your  company? The sender is defi nitely not winning any friends with 

this one. This was an actual e-mail scam reported by the FBI.1 When 

the recipient attempted to follow up, the result was more threats and 

intimidation.

Figure 3-2: Use of threat to gain compliance

There’s no doubt that directly after people fi nd out they’ve taken 

an action as a result of being infl uenced by a social engineer that 

they will feel a moment of embarrassment or irritation. But that’s 

likely to be a lot worse and a lot harder for a company to manage 

if they felt forced into an action as a result of terror, rage, or shame. 

That type of environment is just not conducive to learning. You can 

also imagine how destructive this can be toward the investment an 

employee is willing to make in the company. That’s why we emphasize 

the  distinction between infl uence and manipulation. It’s not just that 

we’re nice people. We’re educators as well, and knowing the difference 

between infl uence and manipulation makes good educational sense. 
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MANIPULATION

PUNISHMENT

RAGE - FEAR - SYMPATHY

Figure 3-3: Punishment as a manipulation tactic

Imagine walking into the cafeteria at work and seeing a male ver-

bally attacking and abusing a weeping female co-worker. (She might 

look like the woman in Figure 3-4.) After the attacker storms off, the 

victim tearfully turns to you and shares that her boss is threatening to 

fi re her because she’s forgotten her badge at home. She needs to get to 

the executive fl oors of the building so she can complete her updates for 

HR. Would you help? 

Figure 3-4: Would you help this woman?

You may be savvy enough to walk her all the way to security for a 

new badge, or you may be just angry enough at what you saw to badge 

her onto the executive elevator. Now that’s manipulation.
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Influence

Reciprocity

Obligation

Concession

Scarcity

Authority

Consistency & Commitment

Liking

Social Proof

 Principles of influence

Example: An example of a real-world exploitation of this principle is 

a scam that offers refunds in exchange for personal information.4 The 

key here is that the malicious attacker makes it seem like the target is 

getting something fi rst (the refund). Because the target feels like he’s

been given a gift of sorts, he feels the need to reciprocate with something 

(personal information). 

Pro tip: Although the principle of reciprocity is based on a gift, consider 

that the gift doesn’t have to be material. It could be a smile, a sympathetic 

ear, even opening a door fi rst. It just needs to be valuable to the recipient 

in order to have the power to create infl uence. 

Obligation

Defi nition: While reciprocity is based on a gift, obligation creates infl u-

ence through things like customs, manners, feelings, and roles. When

someone lets me into traffi c, I really feel a sense of pressure to give the 

“obligatory wave.” It’s just polite. Have you ever been on the fl ip side 

and let in someone who didn’t give the wave? How rude!

Example: A real-world exploitation of how obligations create infl u-

ence is the horrible grandparent scam.5 Fraudsters pretending to be 

grandkids who are in trouble call seniors. Typically, the caller requests 

secrecy and says money is needed to get out of jail. Many of the scam-

mers will have done research and know things about their targets, 

such as any nicknames they use. They prey on roles and feelings these 
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Figure 3-6: Milgram’s “shock” panel

Imagine yourself in the position of teacher. First, you have agreed to 

participate in an important study. Second, you have agreed to the condi-

tions of the study. Then, you do it. You issue your fi rst shock at 15 volts. 

Although that doesn’t seem too bad, your learner continues to make 

mistakes, making it necessary for you to administer higher and higher 

voltages. At some point, you start to become uncomfortable. There’s a 

huge difference between 15 and 150 volts, but somehow, you’ve crept 

up to it. How do you stop? When do you stop? If you stop, will it mess 

up the experiment? Can you deal with being a quitter?

Again, Milgram was studying people’s obedience to authority fi gures, 

but you can see how much pressure consistency and commitment place 

on the individual.

Liking

Defi nition: Have you ever met someone you liked right away? Aside 

from the person’s ability to establish immediate rapport (pro tip!), what 

do you think was the reason you liked the person? We tend to like people 

who like us. And we really like people who are like us. Advertisers use 

this principle all the time by hiring actors that we either admire (and

want to emulate) or can relate to.

Example: Unfortunately, malicious attackers often use our desire to

help the people we like. The classic “stranded traveler” phish works 

because the scammers compromise a person’s e-mail and then contact 

friends and family as the victim needing money.11

Pro tip: So, how in the world do you get someone to like you imme-

diately? Professional social engineers work on their abilities to establish 

quick rapport by developing qualities such as active listening skills and 

nonverbal behavior that’s consistent with what they say. Another simple 
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Forced Re-
evaluation

Removal of
Power

Punishment

IntimidationMANIPULATION

Environmental
Control

Increase
Susceptibility

Figure 3-7: Methods of manipulation

Summary

The heart of social engineering is the conscious guiding of another’s 

choices. Depending on your intent, your actions could be considered 

benefi cial or malicious. At this chapter’s conclusion, you now have the 

knowledge to

■ Identify the difference between infl uence and manipulation

■ Understand the principles of infl uence and why they work

■ Understand that the effectiveness of infl uence is affected by our 

social nature, physiological factors, and psychological factors

■ Understand basic techniques used in manipulation and be able to 

recognize them when they’re used against you

You should now have the foundation necessary to understand phish 

and why they (still) work. You’ve gotten your basic introduction to phish-

ing and have worked your way through primers on decision-making 

and infl uence and manipulation. 

What’s next? How about taking all of this information and using it 

to protect yourself and your organization? Chris gets into this and a lot 

more in Chapter 4, and he discusses a lot of our own experiences, as 
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Figure 4-1: UPS phishing e-mail

But fortunately you just got done reading the fi rst three chapters of 

Phishing Dark Waters, and you realize that this e-mail might be some 

form of maliciousness designed to draw you into downloading malware 

or giving up credentials or engaging in some other nefarious activity. 

What can you do fi rst?
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The link hover is what you can do. Simply move your mouse over 

the link, but DO NOT CLICK IT! Just let your mouse cursor hover 

over the link and see what happens. You should see something similar 

to Figure 4-2.

Figure 4-2: Hovering successfully without clickingt

I’m not sure about you, but I highly doubt that UPS is storing my account 

info on a server in South Africa, as indicated by the .za in the domain.

Because hovering revealed the URL destination and that destination is 

NOT UPS, this e-mail can certainly be labeled as a phish. 

If you see a link like this, you need to ask yourself the critical-thinking 

questions:

■ Does the e-mail come from someone I know?

■ Was I expecting this e-mail?

■ Are the requests being asked of me reasonable?

■ Does this e-mail employ the emotional content of fear, greed, or 

curiosity, or, most important, does it try to get me to take an action?

Because the e-mail is pretty vague, you can’t even answer the fi rst 

question honestly. You did not expect or ask for this e-mail, and the URL 

goes to a completely different site. The key is to NOT click this link out 

of curiosity; instead, delete the e-mail straight away.

Hovering over this link, or any link, reveals where that link wants you 

to go. In addition, it can help you quickly answer the critical-thinking 

questions, making the decision clear.

Imagine that you subscribe to the monthly Social-Engineer Newsletter.rr
When it comes into your e-mail box, you see a link that offers more 

information about social engineering—a very hot but scary topic. 

You fi rst hover over the link, and you see what’s shown in Figure 

4-3. In some cases, a very sophisticated attacker can defeat hovering, 
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so when you do click, double-check the URL bar to make sure you

are at a legitimate address.

Figure 4-3: A proper and safe link to click

In the case of this e-mail, you asked for it to come to you (by  subscribing 

to the newsletter), and the link matches the site you asked to send the 

letter to you. For those reasons, you can click the link.

What If I Already Clicked the Link and
I Think It’s Dangerous?

Unfortunately, this situation does happen, and this is a great question. 

First, if you are part of a company, call your IT department or security 

department and report the incident; this can save you and your company 

lots of time, headaches, and problems down the road.

But if you are not part of a company, what should you do? First, think 

back to what was asked of you when you clicked. Were you asked for 

some sort of account credentials? Were you asked to enter a username and 

password? Were you asked to download a fi le and install a “program”?

If the site asked you for an account, and you entered the  credentials 

or you entered a new username and password, then you have to take

some pretty quick and decisive action. First, you need to determine if 

you use that same user ID and password combo anywhere else. If you 

do, immediately go to those places and change your username and 

password. (I’m waiting. . . .)
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Attackers also work around the knowledge gained by hovering 

by sending e-mails from actual legitimate servers that they have 

 compromised. They use that trust to get you to click a malicious 

fi le or link. Yes, hackers are actively compromising networks and 

then hiding on these networks to use mail servers or Internet-facing 

machines to send e-mail. Oftentimes, the attackers compromise the 

address books on these machines and use those addresses to contact 

their fi rst set of victims.

Be very watchful and cautious. Although hovering can help keep you 

safe, always think before you click.

Lesson Three: URL Deciphering

Category: Civilian and Pro 

Let me say up front that this section is not for webmasters or for people 

who know everything about the web or basic URL deciphering. It’s for 

those people who are trying to learn enough about URLs to try to stay 

safe. So, if you have your hands over the keyboard so that you can type 

a terrible review because something in this book is too basic, please stop 

and skip to the next section.

Otherwise, you should continue. A URL, which is short for uniform 

resource locator, is basically the address of a resource on the web. It’s 

like my address, which I would give to you so that you could enter it 

into your GPS to fi nd your way right to my house. A URL is the address 

you type in that takes you to the resource you want. For example, in 

Figure 4-4 you see the URL of my corporate homepage.

Figure 4-4: The URL to my corporate homepage

There are many parts to this URL or address. You have the http, the

://, the www, the social-engineer, and the .com, but what do each of 

those things mean? Let me break it down for you:

■ The http is the protocol of the address you are visiting. http

means a normal web address, whereas https indicates a web

address using SSL (Secure Socket Layer) certifi cation, and ftp is
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the protocol for an FTP server. There are many other protocols 

that I have not listed, but most of the time phishing e-mails use 

http or https.

■ The www is the subdomain of the server. Subdomains can be things 

like ww1, files, secure, blog, or other such things.

■ The social-engineer is the domain name of the server.

■ The .com is the TLD (top-level domain) of the server. It can indicate m

a country, such as Russia (.ru), an organization (.org), a  commercial

business (.com), and many other indicators.

■ After the TLD you may see a slash (/), and what comes after

that can be a directory where the resource you are looking for 

is housed.

If I wanted to send to you a web address where there was a fi le called 

privatefile.txt on the normal web protocol part of the social-

engineer.com site, it would look like Figure 4-5.

Subdomain

Domain File Location

TLD Resource

Protocol

Figure 4-5: The URL to privatefile.txt

Why is this so important to understand? Because malicious phishers 

depend on your lack of knowledge to trick you. For example, if I am 

claiming I am from Microsoft and I want you to download a fi le called 

file.txt, can you determine based on my breakdown of the URL which

of the following examples legitimately go to a Microsoft.com asset and 

which are a potential danger?

■ http://microsoft.com/file.txt

■ http://secure-microsoft.com/file.txt

■ https://secure.microsoft.com/file.txt

■ http://microsoft.com/secure/file.txt

■ http://rnicrosoft.com/file.txt
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as I wrote this chapter. The e-mail claims to be from Delta Airlines, and 

it’s telling me my SkyMiles account needs some attention.

Let’s take a look at the headers and see if we can determine whether 

the e-mail is real. The headers are shown in Figure 4-6.

Figure 4-6:  Good or bad headers?

Well, if you are like me, you think that Figure 4-6 looks really 

confusing. Table 4-1 breaks it down in parts in a cleaner form so that 

you can see it clearly.

Table 4-1: Breakdown of the Delta.com E-mail Header

HEADERNAME HEADERVALUE

To chris@social-engineer.com Chris <chris@
social-engineer.com>

Reply-To SkyBonus <support-b9f4rtybgyfvyjauze964
qcgcvq1ey@e.delta.com>

Delivered-To chris@social-engineer.com

X-Received by 10.60.93.66 with SMTP id cs2mr3526
4777oeb.34.1410213824746; Mon, 08 Sep
2014 15:03:44 -0700 (PDT)
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Return-Path <bo-b9f4rtybgyfvyjauze964qcgcvq1ey@b.e.
delta.com>

Received-Spf pass (google.com: domain of
bo-b9f4rtybgyfvyjauze964qcgcv
q1ey@b.e.delta.com designates
38.100.169.66 as permitted sender)
client-ip=38.100.169.66;

Authentication-
Results

mx.google.com; spf=pass (google.com: 
domain of bo-b9f4rtybgyfvyjauze964
qcgcvq1ey@b.e.delta.com designates
38.100.169.66 as permitted sender)
smtp.mail=bo-b9f4rtybgyfvyjauze964
qcgcvq1ey@b.e.delta.com; dkim=pass
header.i=@e.delta.com; dmarc=pass
(p=QUARANTINE dis=NONE) header.from=e.
delta.com

Dkim-Signature v=1; a=rsa-sha256; c=relaxed/
relaxed; d=e.delta.com; s=20111007;
t=1410213824; x=1425852224; bh=n3
Bl59kfRgesEiihAa7OUfYB1N1Tbw48mW
Qs9A0m+x8=; h=From:Reply-To; b=n
a90z4QbLzz+WWJcC8Yr9QiKrOjAV85X+
sso7j2seco90dKG4wtUNm9D/2ZLtJ9T5
KXWQPh0bJiVis3c5AOuU0hyQuNXrxMYomeQP/
uCcyyHMuSmadyYWZQnrJS5ncqQlMK 
tqTxi8QDMUj4qoGXdsbLksOMqmo1TLiQGl4Z9kAA=

Domainkey-
Signature

a=rsa-sha1; q=dns; c=nofws; s=200505;
d=e.delta.com; b=iP1n1tMBnstdGiMateWZE
sGY413IJks5JM3otnDXi9n4x+4mtUh11VH9aXf
oNeAsud5l7AGSpu8BzFvSqn3upQliXj7mGxuHS
3WyZp5Ce2n+nWoToywylz+Qyz+dDZfq6H+4lXv
ridsL60VkWSGTXkV6jDnSWNh6tZBKTcwBwYM=;
h=Date:Message-ID:List-
Unsubscribe:From:To:Subject:MIME-
Version:Reply-To:Content-type;

Message-Id <b9f4rtybgyfvyjauze964qc-
gcvq1ey.14705548104.3047@
mta602.e.delta.com>

List-
Unsubscribe

<mailto:rm-
0b9f4rtybgyfvyjauze964qcgcvq1ey@e.
delta.com>

Mime-Version 1.0

Content-Type multipart/alternative; boundary="=b9f4r
tybgyfvyjauze964qcgcvq1ey"
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We can see the e-mail was sent to the right address, and both 

the Reply-To and the Return-Path are clearly going to delta.com

addresses. We can also see delta.com in both them Domainkey-Signature

and the Message-Id portions. All of these things point to it being a 

legitimate e-mail from the source it claims, which means it can be 

trusted to be real.

At the same time I received the Delta.com e-mail, though, the 

e-mail shown in Figure 4-7 arrived. It promised me a great deal on 

health insurance.

Figure 4-7: Health care savings for me?

Hovering alone can save me from this one, but let’s take a look at the 

headers, which are shown in Figure 4-8.

What can you pick out even without a nice clean table? Do you see 

the domain that was promised in the e-mail (usinsuranceonline.com(( )?

Nope. Instead this header is littered with frenbury.eu. Kinda weird that

a non-U.S. site is offering me savings on U.S. insurance, right? Take a 

look at the breakdown of the headers in Table 4-2.
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Figure 4-8: Headers part II

Table 4-2: Breakdown of the USInsurance E-mail Header

HEADERNAME HEADERVALUE

To logan@social-engineer.org Chris <logan@
social-engineer.org>

Delivered-To logan@social-engineer.org

X-Received by 10.140.90.42 with SMTP id w39mr395
1809qgd.88.1410459544779; Thu, 11 Sep
2014 11:19:04 -0700 (PDT)

Return-Path <USInsurance@frenbury.eu>

Received-Spf pass (google.com: domain of
USInsurance@frenbury.eu designates
74.199.201.16 as permitted sender)
client-ip=74.199.201.16;

Authentication-
Results

mx.google.com; spf=pass (google.com: 
domain of USInsurance@frenbury.eu
designates 74.199.201.16 as permitted 
sender) smtp.mail=USInsurance@frenbury.eu

Content-
Transfer-
Encoding

8bit

Content-
Language

en-us

Mime-Version 1.0

Message-Id <5820885563631658201301255298835@1d2e4w-
psq.frenbury.eu>

Content-Type text/html; charset="UTF-8"
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Without Sandboxing Sandboxing

User Data

EMAIL APPUnrestricted

System
Resources

User Data Sandbox
Data

EMAIL
APP

Unrestricted
No Access

Sandbox
Resources

System
Resources

Figure 4-9:  Sandboxing simplified

The theory is good, and it works for many threats. I have actually 

worked with companies that sandbox all incoming e-mail. Links are 

verifi ed with automated systems, and attachments are scanned and 

even opened. They’re passed through only if they are deemed safe 

and friendly.

The concept of a sandbox is quite smart, but it’s also quite advanced. 

(That said, there are apps being sold for iOS and Android devices that 

offer sandboxes for e-mail on those devices so attachments can be opened 

in an environment that will not affect the host.) In general, it is not some-

thing that many average home users or small-business owners who are 

not that tech savvy can imagine implementing.

Many large companies use virtual machines to create sandboxes. This 

environment allows for a “virtual” computer of any operating system 

to be run, so e-mail or other applications can be tested to determine 

whether they are safe.

Although I won’t go into how to set up a sandbox (because that’s not

the purpose of this book), I wanted to mention it as an alternative idea 

for keeping your people safe from phishing attacks.

How Can Attackers Bypass This Method?

As I write this chapter, I was reading a story about a particular version of 

malware attached to phishing e-mails from a group called Quarian. It was 

known in 2011 for crafting attachments that looked like PDF, DOC, or XLS 

fi les but were actually maliciously encoded fi les that  contained malware. 

The group specialized in spear phish targeting  government agencies.
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Figure 5-1: UPS or USP logo?

If you used this logo in a phishing simulation, would it be enough to 

give your e-mail the proper look to test the employees? Can you do it 

without getting in any trouble? 

Well, I can’t answer these questions for you or your organization, so 

talk to your legal department, explain the issue, and see how it feels about 

this type of phishing simulation. Think about whether your company 

or vendor might be able to get the trademark owner’s sign-off. Consult 

with your lawyers and ask them to help you fi gure out how to stay on 

the right side of the law—because the bad guys are using branding, it 

works, and users need to be educated about the methods the bad guys use.

Developing the Program

By now you understand why you are phishing your population. You 

have a clearly defi ned theme for your program. You even have a clear 

sense whether you want to brand or not.

The nagging question that remains is, “How do I even start?” Michele 

and I developed a program that we have seen work in a lot of companies 

from so many varying industries that we felt it was vital to share it.

Yes, as I write this I am presently helping more than a couple hand-

fuls of clients run their programs for them, but I still felt it was direly 

important to share this knowledge with the masses.

The program really is quite simple, even though it will sound compli-

cated at times. But the principle behind it is the same as it is for anything 

that’s worth doing. You don’t start a workout program by lifting the 

heaviest weights on earth, right? You start small, build up, and continue 
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Level one phish seem almost silly when you read them here, but believe 

it or not they work. Remember Michele’s section on infl uence? These 

e-mails work well because of fear and greed. The fear of potential loss, 
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■ Bad links in body

■ Bad origin e-mail address/unknown sender

As mentioned, there are many similarities to the level one phish, but 

one difference that we noticed is the theme. We see less of the “you are 

getting $4.5 million” theme, and we see more corporate- and personal-

based e-mails that are using curiosity and fear as their motivators.

Take a look at a couple examples we have seen in the wild:
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Figure 5-2: AT&T level three phish 

Let’s break down this e-mail by the characteristics I described earlier 

to see how smart and devious this phish is:

■ Personalized greeting and closing: Although the e-mail is not

personalized, imagine how someone who uses AT&T would feel

about this e-mail. Like it was meant for her?

■ Spelled properly with generally good grammar: You will be hard 

pressed to fi nd misspellings and bad grammar here.
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■ Complex message that appeals to a sense of fear or curiosity: No 

fear here, just the curiosity of what kinds of deals there may be.

■ Bad links in body: The links in the e-mail all appear to go to

legitimate AT&T addresses, all except the main one, which goes

to a false credential-harvesting page.

■ Sometimes a bad origin e-mail address, but sender can appear 

legitimate: Did you notice the From address? That’s defi nitely not 

a real AT&T address.

■ Branding in many cases: This message is defi nitely branded to

lend further credence to the e-mail’s legitimacy.

This is a level three phish in the wild. Not many corporations or even 

pentesters will go to this level of phish. The branding in this phish is 

realistic and many of the links go to the legitimate site, so using this as 

a phish is surely to raise some eyebrows and more.

I had to share it with you because these types of attacks are increas-

ingly in the news, and it literally came into my inbox as I was typing.

I also have an example of a level three e-mail that is used in legitimate 

corporate phishing programs.

Notice the personalization, lack of bad spelling and grammar, and 

even the lack of branding of your company. This kind of an e-mail is very 

hard for many employees to catch. What is the one indicator of the phish?
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The e-mail address. It is not yourcompany.com but yourcoRNpany.

com. That subtle difference is very hard to catch, but if you train your 

people to look closely for these kinds of details, they can spot this one 

and not fall victim.

In a phishing program, this level phish is generally not used at the 

start with inexperienced companies; it’s saved for more advanced folks.

Level Four Phish, or Spear Phish

This level is very advanced, very personal, and, many times, very suc-

cessful. What’s interesting about a level four or spear phish is that it may 

contain personalization, branding, no spelling errors, and the like. But 

it may also be the simplest e-mail on earth.

You might have heard about the RSA hack of 2011. That spear phish 

(see Figure 5-3) was sent to just a few people within that company.

Figure 5-3: The K.I.S.S. principle in action

I know; it seems like anyone should be able to identify this phish, but 

the fact is that it worked. So did the simple one-line e-mail to Coca-Cola 
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My report would contain a chart like the following:

MONTH ONE: LEVEL 1 NUMBER STATISTIC

E-mails Sent 1000 100%

Number Clicked 750 75%

Number Reported 50 5%

Click / No Report 705 70.5%

Clicked / Report 45 4.5%

No Click / No Report 15 1.5%

No Click / Report 5 0.5%

Of course there would be graphs and supporting text around it. In 

month two, we phish again. We report the same statistics we did in 

month one, but we also note the change between months one and two.

MONTH TWO: LEVEL 1 NUMBER STATISTIC CHANGE

E-mails Sent 1000

Number Clicked 600 60% -15%

Number Reported 350 35% 30%

Click / No Report 350 35% -35.5%

Clicked / Report 250 25% 20.5%

No Click / No Report 13 1.3% -0.2%

No Click / Report 100 10% 9.50%

Of course, I could keep listing months, but you get the point. In one 

month you can show that your program helped to not only reduce the 

number of clicks by 15 percent but also increase the number of reported 

phish by 30 percent. Diving deeper you can show that your education 

is working, as the group who most need training was reduced by 35.5 

percent, and the number of star employees in the No Click/Report cat-

egory went up by 9.5 percent.

This type of reporting helps the executives see that you are doing 

a good job and that the program is well worth the investment of time 

and money.

Now, what if your numbers don’t go like this? What if you see star

employee numbers drop? Ask yourself these questions:

■ Did I just bump up a level? It is possible that moving from level 

one to two—or from two to three—can cause momentary loss in
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■ The built-in training modules are very  basic phishing training (but 

it can be integrated with a third-party training solution).

■ Exploitation may be too intrusive for some customers. You can 

switch it off if you want.

Screenshots

Figures 7-1 and 7-2 show screenshots from Rapid7 Metasploit Pro.

Key Metrics: Social Engineering Funnel2

emails were sent out 75% of recipients
opened the email

67% of opens
clicked the link

67% of opens
submitted the form

4 3 2

2

Figure 7-1:  Rapid7 Metasploit Pro statistics page

Figure 7-2:  Rapid7 Metasploit Pro campaign tracker
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Figure 7-3:  ThreatSim dashboard

Figure 7-4:  ThreatSim campaign setup
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Figure 7-5:  ThreatSim campaign results

Figure 7-6:  ThreatSim phishing e-mail
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Figure 7-7:  ThreatSim education page
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■ Enterprise-grade platform: The PhishMe SaaS solution oper-

ates on dedicated infrastructure in secure hosting facilities. The 

U.S. instance is on dedicated systems located in a SOC 3–certifi ed 

facility. The European instance meets ISO 9001 and 27001 standards to 

address European Union or other jurisdictional privacy regulations.

Cons

PhishMe declined to offer a list of cons for the product.

Screenshots

Figures 7-8 through 7-10 show screenshots from PhishMe.

Figure 7-8:  PhishMe templates 
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Figure 7-9:  PhishMe scenarios

Figure 7-10:  PhishMe Reporter
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Figure 7-11:  PhishGuru training auto-enrollment

Figure 7-12:  PhishGuru training page



164 Chapter 74 ■ The Professional Phisher’s Tackle Bag

Figure 7-13:  PhishGuru SMS testing landing page

My Thoughts

This is my assessment of PhishGuru:

■ What level of knowledge was needed to use the tool?

Like much of the other software in this list, PhishGuru is made for 

ease of use. The tool is pretty straightforward when setting up a 

phishing e-mail and campaign and importing lists.

Wombat Security has spent considerable time on developing train-

ing modules for all sorts of social-engineering tactics, and you can 

easily include those modules in your campaigns.

Overall, you do not need to be a programmer or a skilled phisher 

to utilize the PhishGuru platform to run phishing campaigns.

■ What is the overall security of customer info?

As with the previously described tools, I did not do any security 

audits for platform security, but PhishGuru does use multistage

authentication for logging in, and it allows for segregation of 

instances for customers. While I used it, I did not fi nd that it pos-

sessed any major fl aws. It ran very smoothly and easily.

■ Are there any other challenges in using the tool?

There were no other major challenges in the tool.

■ What is the availability of tech support?
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Cons

For those fi rst starting out, the depth of the interface and customization 

capabilities might seem complex compared to that of other tools.

Screenshots

Figures 7-14 through 7-16 show screenshots from PhishLine.

Figure 7-14:  PhishLine campaign starter

Figure 7-15:  PhishLine tracking screens

Figure 7-16:  PhishLine outlined plan for phishing simulations 
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■ Easy and effective ways for penetration testers to create believ-

able and realistic pretexts to attack an organization and com-

promise them

■ Ability to track which users clicked e-mails and the ratio of how

many people fell for the suspected attack

■ Realistic scenarios that circumvent some of today’s top preventa-

tive technologies

■ Ability to gauge how well an organization can withstand an 

attack

Cons

■ Some organizations have a hard time using open source tools.

■ You cannot schedule e-mails.

■ There is no GUI; SET is driven through the command line.

■ The attacks require research of the targets in order to perform, as 

SET is more of a spear phishing platform.

Screenshots

Figures 7-17 through 7-19 show screenshots from SET.

Figure 7-17:  SET menu structure 
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Figure 7-18:  SET spoofed certs and web pages

Figure 7-19:  SET getting a shell 

My Thoughts

This is my assessment of SET:

■ What level of knowledge was needed to use the tool?

SET is powerful and has a ton of features. You work with it through 

the command line, so although it is heavily menu driven, you 

need to be comfortable using command-line tools and loading 

Python scripts.

With that being said, Dave has created a menu-driven tool that

is easy to learn.

■ What is the overall security of customer info?

This tool is hosted on your servers and your hardware, so security 

is really up to you and how you set it up.
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Figure 7-20:  Phishing Frenzy campaign menu

Figure 7-21:  Phishing Frenzy campaign options
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Figure 7-22:  Phishing Frenzy campaign stats

My Thoughts

This is my assessment of Phishing Frenzy:

■ What level of knowledge was needed to use the tool?

Phishing Frenzy is a very nice open source tool. The menus are 

easy to understand, the layout makes sense, and I don’t think using 

the tool requires a very high level of knowledge. My main concern 

is in the way phishing e-mails are created. There is no WYSIWYG 

(what you see is what you get) platform to write e-mails within

Phishing Frenzy. Instead you have to use an HTML editor on your 

local machine, upload the .html fi le to the server, and assign it to

the template for a phishing e-mail. That one issue makes me give

it an out-of-novice-range user rating.

■ What is the overall security of customer info?



174 Chapter 74 ■ The Professional Phisher’s Tackle Bag

This tool is hosted on your servers and your hardware, so security 

really depends on you and how you set it up.

■ Are there any other challenges in using the tool?

Besides the diffi culty in setting up the e-mails, Phishing Frenzy is 

very easy to use and understand. Reporting is not robust, but you 

can export data to make more robust reports. For an open source

tool, it is a good option.

I have sent campaigns that consisted of a few hundred e-mails 

from Phishing Frenzy. In the latest campaigns in which I used the 

tool, I experienced no problems with it.

■ What is the availability of tech support?

This is not what the developer does for a living, so the answers 

you get are actually quite fast considering he has a day job. He is 

responsive in helping with the setup of the server and also fi xing 

any bugs found.

Comparison Chart

This chapter includes a lot of information—so much information that 

even though I have used all these tools I had a hard time keeping all the 

details straight. I decided what might help is a handy chart that outlines 

the features with a quick reference to tell you what features exist and 

don’t exist in each tool.

Here’s a legend for the chart in Figure 7-23:

     Y = Yes, the feature exists in this tool.

    N = No, the feature does not exist in this tool.

  NA = Not applicable; this feature doesn’t apply at all to this tool.

  * or = A footnote in the chart gives more information about that

particular answer feature.
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Figure 7-23:  Software comparison chart 




