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BLOCKCHAINS, LIKE THE WEB,  
NEED THE INTERNET

 

There is more than one way to build blockchain applications. You 
can build them natively on a blockchain, or you could mix them 
in an existing Web application, and we will call that flavor, “hybrid 
blockchain applications.”

FLAVORS OF BLOCKCHAIN APPLICATIONS

Since the Internet is comprised of a public version and several pri-
vate variations, blockchains will also follow that path. Therefore, 
we will have public and private blockchains. Some will be natively 
bolted to a blockchain, whereas others might be a hybrid imple-
mentation that is part of an existing Web or private application.
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FOUR TYPES OF  
BLOCKCHAIN APPLICATIONS

THE BLOCKCHAIN’S NARRATIVE IS STRONG

A sign of strong impact for a technology or trend is whether it 
has a strong narrative. What’s the difference between a story and 
a narrative? Whereas a story is usually consistent and known, a 
narrative creates more individual stories for whomever interacts 
with that trend.

John Hagel explained that difference well:3
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SOFTWARE, GAME THEORY AND CRYPTOGRAPHY

Another way to understand the blockchain is in seeing it as a triad 
of combustion of the known fields of 1) game theory, 2) cryp-
tography science, and 3) software engineering. Separately, these 
fields have existed for a long time, but for the first time, they have 
together intersected harmoniously and morphed inside block-
chain technology. 

Game theory is ‘the study of mathematical models of conflict and 
cooperation between intelligent rational decision-makers.”4 And 
this is related to the blockchain because the Bitcoin blockchain, 
originally conceived by Satoshi Nakamoto, had to solve a known 
game theory conundrum called the Byzantine Generals Problem.5 
Solving that problem consists in mitigating any attempts by a small 
number of unethical Generals who would otherwise become trai-
tors, and lie about coordinating their attack to guarantee victory. 
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private key to enter your private home, and since you have claimed 
that address as yours, no one else can claim a similar address as 
being theirs.

Although the concepts of cryptography have been around for a 
while, software engineers are feasting on combining it with game 
theory innovation, to produce the overall constructs of block-
chains, where seeming uncertainty is mitigated with overwhelm-
ing mathematical certainty.

THE DATABASE VS. THE LEDGER 

We have transactions that can get validated without a third party. 
Now, you’re thinking—how about databases? We have always 
thought that databases are trusted repositories for holding assets. 

In the case of the blockchain, the ledger is that irrefutable 
record that holds the register of transactions that have been vali-
dated by the blockchain network. 

Let us illustrate the impact of this situation: the database versus 
the (blockchain) ledger.
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When you open a bank account, you have really abdicated author-
ity to your bank on that “account.” In reality, they provided you the 
illusion of access and activity visibility on it. Every time you want 
to move money, pay someone or deposit money, the bank is giv-
ing you explicit access because you gave them implicit trust over 
your affairs. But that “access” is also another illusion. It is really 
an access to a database record that says you have such amount of 
money. Again, they fooled you by giving you the illusion that you 

“own” that money. But they hold the higher authority because they 
own the database that points to that entry that says that you have 
the money, and you assume that you have your money.

Banking is complex, but I tried to simplify the above illus-
tration to emphasize the fact that a given bank owns the control 
hierarchy for granting or denying access to money they hold. The 
same concept applies for any digital assets (stocks, bonds, securi-
ties) that a financial institution might hold on your behalf.

Enter the blockchain.
In its most basic form, that same scenario can happen with-

out the complexities depicted above. A user can send money to 
another, via a special wallet, and the blockchain network does the 
authentication, validation and transfer, typically within 10 min-
utes, with or without a cryptocurrency exchange in the middle.
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As depicted in this chart, the end of IT supremacy was fol-
lowed by the Internet years, which in turn will be followed by the 
Blockchain’s promise.

DEFINING TECHNOLOGY ERAS

Another way to see continuity in technology’s evolution is by 
depicting the various phases of the Web’s evolution, and seeing 
that the blockchain is yet another new phase, focused on peer-
to-peer, trust-based asset transactions. Let us remember the key 
mini-revolutions that the Internet brought us since 1994: Personal 
Communications, Self-Publishing, E-Commerce, and the Social 
Web. In hindsight, each of these four phases was defined by the 
functions they disrupted: the post-office, print media, supply 
chains/physical stores, and the real world.
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p h a s e g o a l d i s r u p t i n g o u t c o m e

Communications Reach anyone in 
the world

Post office Personal 
Communications

Publishing Spread ideas Print media Self-publishing

Commerce Trade Supply chains and 
physical stores

E-Commerce

Social Interactions Connect with 
friends

Real world Social Web

Asset Transactions Manage what 
you own

Existing 
custodians

Trust-based 
Services

 
The irony of this situation is that blockchain-based applications 
can replace any Web application. Although we think the Web 
brought us information publishing, communications and e-com-
merce, those very functions will be threatened by new versions 
that rest on peer-to-peer protocols that are anchored by block-
chain technologies.

UNPACKING THE BLOCKCHAIN

Let us continue revealing the many layers of the blockchain! 
If there is one main point that I will keep drilling upon, it is to 
emphasize that the blockchain is not one item, thing, trend, or fea-
ture. It is many pieces all at once, some of them working together, 
and others independently.

When the Internet started to get commercialized around 1995, 
we often described it as multi-purpose kind of phenomenon. In 
my previous book, Opening Digital Markets, in 1997, I described 
the Internet as having “five multiple identities,” and added that 

“each one must be taken advantage of by developing a different 
strategy.” The Web was simultaneously a Network, a Development 
Platform, a Transaction Platform, a Medium, and a Marketplace. 
(We didn’t see the Community / Social Network aspect then, as it 
surfaced later.)
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Eventually, Airbnb could also apply  a user’s blockchain iden-
tity and reputation to complement their current reputation and 
identification process. Why reinvent something if the blockchain 
provides a solid alternative that is portable to other services? 

A Spectrum of truSt ServiceS BASed on proofS

The burden of proving that something happened is a blockchain 
specialty. The hierarchy of proof methods range from being 
embedded as part of a consensus protocol (such as Proof-of-Work 
or Proof-of-Stake), to Proof-as-a-Service (such as proving an 
identity or ownership), to a Proof-in-the-Service, where proving 
something is part of another service (such as a land registry or a 
wedding registration).
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Here is a table that covers some examples of proof-related services 
in the different segments where we might encounter them. We 
can expect a long list of innovations in the Proof-in-a-Service and 
Proof-as-a-Service  categories.

PROOF - IN -A -SERV ICE

• Wedding registry

• Land registry

• Supply chains 

• Asset registrations

• Counterparty transactions

• Accounting audits

• Voting

• Deed transfer

PROOF -AS -A -SERV ICE

• Proof of asset

• Proof of identity

• Proof of authenticity

• Proof of individuality

• Proof of ownership

• Proof of physical address

• Proof of provenance

• Proof of receipt

PROOF - IN -A -CONSENSUS

• Proof of work

• Proof of stake

• Proof of authority

• Proof of existence

THE BLOCKCHAIN LANDSCAPE

One way to understand how the blockchain market will evolve is 
by portraying it according to three successive layers of architec-
ture. I’ve again borrowed from a popular segmentation method I 
used in the late 1990s to explain the Internet:

• Infrastructure and Protocols
• Middleware and Services
• End-User Applications
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Here’s a table of these challenges, categorized into four sections.

TECHNICAL MARKET/BUS INESS

•	 Underdeveloped ecosystem 
infrastructure

•	 Lack of mature applications

•	 Scarcity in developers

•	 Immature middleware and tools

•	 Scalability 

•	 Legacy systems

•	 Tradeoffs with databases

•	 Privacy

•	 Security

•	 Lack of standards

•	 Moving assets to the blockchain

•	 Quality of project ideas

•	 Critical mass of users

•	 Quality of startups

•	 Venture capital

•	 Volatility of cryptocurrency

•	 Onboarding new users

•	 Few poster applications 
companies 

•	 Not enough qualified 
individuals 

•	 Costs issues

•	 Innovators dilemma1

BEHAV IORAL/EDUCAT IONAL LEGAL/REGULATORY

•	 Lack of understanding of potential 
value 

•	 Limited executive vision

•	 Change management

•	 Trusting a network

•	 Few best practices

•	 Low usability factor

•	 Unclear regulations

•	 Government interferences

•	 Compliance requirements

•	 Hype

•	 Taxation and reporting

TECHNICAL CHALLENGES

Software engineers and scientists love to face technical challenges. 
It motivates them further to try and solve them, no matter how 
hard they are. 
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the innovator’s dilemma, regulated companies have a tough time 
extricating themselves from the current regulations they have to 
operate within. So, when they see technology, all they can do is to 
implement it within the satisfaction zones of regulators. Despite 
the blockchain’s revolutionary prognosis, the banks cannot outdo 
themselves, so they risk only guiding the blockchain to live within 
their constrained, regulated world.

It is a lot easier to start innovating outside the regulatory boxes, 
both figuratively and explicitly. Few banks will do this because it 
is more difficult.

Simon Taylor, head of the blockchain innovation group at 
Barclays, sums it up: “I do not disagree the best use cases will be 
outside regulated financial services. Much like the best users of 
cloud and big data are not the incumbent blue chip organizations. 
Still their curiosity is valuable for funding and driving forward the 
entire space.” I strongly agree; there is hope some banks will con-
tribute to the innovation potential of the blockchain in significant 
ways as they mature their understanding and experiences with 
this new technology.
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APPL ICAT IONS AND SOLUT IONS

• Brokerage services

• Cryptocurrency exchanges

• Software wallets

• Hardware wallets

• Merchant and retail services

• Financial data providers

• Trade finance solutions

• Compliance and identity

• Payments integrations

• Trading platforms

• Brokerage services

• Payroll

• Insurance

• Investments 

• Loans

• Global/Local money services

• Capital markets solutions

• Teller machines

MIDDLEWARE & SERV ICES

• Technology services providers 

• Blockchain platforms

• Software development 
environments

• General purpose APIs

• Special purpose APIs

• Smart contracts tools

INFRASTRUCTURE &  BASE  PROTOCOLS

• Public consensus blockchains

• Private consensus blockchains

• Microtransactions 
infrastructure

• Miners

BLOCKCHAIN APPLICATIONS IN FINANCIAL SERVICES

From an internal implementation point of view, the blockchain’s 
evolution in Financial Services will happen according to a pro-
gressive segmentation of major applications areas: 

• Consumer facing products
• B2B services
• Trading and capital markets
• Back-end processes
• Inter-industry intermediary services
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The following diagram illustrates how these categories might unfold 
along an increasingly complex timeframe of implementation.
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The concept of a Distributed Autonomous Organization/
Corporation (DAO/DAC) is an idealistic outcome of the crypto-
tech revolution. Its roots originate in themes on organizational 
decentralization that were depicted by Ori Brafman in The 
Starfish and the Spider (2007), and ones about “peer production,” 
aptly described by Yochai Benkler in The Wealth of Networks 
(2007). But these two themes were recently joined by the advent 
of cryptocurrency-related technologies by Dan Larimer who 
observed that Bitcoin is the original DAC, and Vitalik Buterin 
who expanded on that construct by generalizing it further as a 
DAO, noting that the DAO has “internal capital.” Deregulation of 
crowdfunding and unbundling of services were two additionally 
paired themes that added to this combustion, and the whole 
thing was turbo-charged by a crypto-tech governance layer of 
technologies and trust-based automations to allow DAOs to 

“run without any human involvement under the control of an 
incorruptible set of business rules.”1 
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SOME BLOCKCHAIN-BASED SERVICES FOR TRADITIONAL GOVERNMENTS

• Marriage registration

• Procurement auctions

• Passport issuance

• Benefits collection

• Land registration

• Licenses

• Birth certificates

• Property ownership

• Motor vehicle registration

• Patents

• Taxes

• Voting

• Government bonds

• Filings and compliance

However, governments will take a long time to implement these 
services. They will undoubtedly start by analyzing the full impact 
and ramifications of such projects, then evaluate the scalability 
requirements. The bar will be very high on their expectations, 
because government services cannot fail, once launched. Smaller 
countries, counties or cities may have an advantage in trying early 
projects, as they avoid potential blockchain scalability limitations.

With virtual governance, BitNation offers an example of what 
is possible. It is a DIY smorgasbord covering legal, insurance, 
social, security, and diplomacy services. It includes a global public 
notary service where anyone can record their legal documents on 
the blockchain, and file them by permanently time-stamping their 
existence on the blockchain.

Estonia has implemented the BitNation public notary service. 
For example, If a couple gets married on the BitNation public 
notary,3 it does not mean they get married in the jurisdiction of 
Estonia, or in any other jurisdiction. They get married only in the 

“blockchain jurisdiction.”4

Ukraine is pioneering a blockchain-based election platform 
(on Ethereum) that will allow multiple levels of elections, includ-
ing political primaries, elections, online petitions or referenda.5

For traditional companies, BoardRoom6 is an out-of-the-
box board governance platform that relies on the blockchain to 
manage decentralized consensus with table proposals that can 



the business blockchain  [ 129 ]

Regardless of the approach, they would all benefit from at least 
one strong blockchain advocate that is a respected thought leader,  
a bold communicator, and an enthusiast about blockchain 
technologies.

A BlockchAin FunctionAl Architecture

One way to understand the scope of blockchains is by studying 
the comprehensive functionality they hold. This section depicts 
a proposed generic building block approach that was derived by 
analyzing the various approaches that exist on the market.

In 2016, it looks like these pieces are many, but there will be 
consolidation, and we will gradually start to talk less about what 
is under the hood, and more in terms of higher-up capabilities. 
Eventually, this type of technology infrastructure will be taken 
for granted, and most of it will come assembled “out-of-the-box,” 
instead of in an IKEA box, like the early approaches.

The following are the building blocks of a blockchain 
technology:

Let us dive inside each one of these pieces in more detail. 
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Blockchain Software Development

The various pieces comprising blockchain software development 
include:

•	 APIs (Applications Programming Interfaces)
•	 Various client implementations (e.g., C++, Python, Go, Java, 

Haskell)
•	 Integrated Development Environments and Rapid 

Application Development frameworks
•	 Smart Contract Languages and Scripts
•	 Testing tools
•	 Sandbox environments
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Discovery: Identification of areas of opportunities by answering 
where does the blockchain fit, and what can we do with it?

Design: What solutions functionality will we need to address the 
potential we saw in the discovery phase? How will it affect what 
we are doing, including the business process, contractual and legal 
requirements?

Development: Software development, integration, and deploy-
ment of the technology. 

Management: Ongoing software maintenance, support, iterative 
evolution, new features, and updates.

Most companies cannot develop expertise in all of these areas, but 
they may partner with outside firms for specific aspects of these 
steps. Knowing how to program blockchains will be a required 
competency, just as important as programming Web Apps.

Issue 4: What Partners to Choose?

Every organization sits at a different starting point, based on their 
resources and capabilities, so the chosen approach will rest with 
your particular situation. The following table segments the various 
approaches:



[ 138 ]  WILLIAM MOUGAYAR

a p p r o a c h h o w  i t ’ s  d o n e e x a m p l e s

IT Services We will build you anything  Big IT firms

Blockchain You work directly with the 
blockchain’s tools and services

Bitcoin, Ethereum

Development 
Platforms

Frameworks for IT 
professionals

Eris, BlockApps

Solutions Industry-specific Clearmatics, 
DAH, Chain

APIs & Overlays DIY assembling pieces Open Assets,
Tierion

Issue 5: Back-end Integrations

When blockchain applications start to reach full deployment levels, 
they will eventually need to integrate with a variety of back-end 
systems, just as customer-facing Web and mobile applications had 
to integrate with existing enterprise systems. However, the block-
chain also has the potential to replace some back-end processes, so 
you must take that likely scenario into account. But keep in mind 
that it will be easier to start implementing blockchain solutions in 
some new segments, without internal integrations. If your starting 
position includes your current systems, then you are inherently 
extending your implementation horizon by potentially as long 
as an extra 18–24 months. So, why not consider starting with no 
baggage and earn new customers who want to try something new?

Issue 6: Blockchain as a Shared Services Platform

In addition to internal applications and use cases, there will be 
a number of new opportunities for creating shared blockchain 
services, either at the vertical level (e.g., a particular financial ser-
vices application), or at the horizontal level (e.g., a generic records 
verification service).
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Fast forward 10 years from now, you could replace the word 
Internet by Crypto-Tech, and the same endgame would hold 
true: 1) new Crypto-Tech giants will emerge after being start-
ups, 2) organizations and governments will adopt new solutions,  
3) industries (and some companies) will be threatened and will be 
affected, and 4) Crypto-Tech development will become part of the 
software development fabric.

So how will we get there? Let us peer into 2025.


	Blank Page



