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Figure 1:
Placement of Each of the Core Network Components
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Figure 2:
0SI Model

Application

Presentation

Mega Guides

| EXAM VOUCHER
PAID

CANBIDATE MUMBIR: 143791
[EEe Rt ti it vl

| ATICEREITEYIIT

| AR 10 10 A ORRT A
| Sales guestions? 1-800-418-6789
Fi ** whe pruplogic. com **

Printables

FF—
"o,

Quiz Me Series Audio

Additional CCNA (640-802) Preparation Tools:

Practice Exam Demo » CCNA (640-802) Printables Sample
» CCNA (640-802) Quiz Me Series Sample » CCNA (640-802) Mega Guide Sample 1-800-418-6789


http://www.preplogic.com/products/audio/view-audio-training.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/printables/view-printables.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/voucher/view-vouchers.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/mega-guides/view-mega-guides.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/exams/view-practice-exams.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/video/view-video-training.aspx?campaignid=ls_resource_pdf
http://preplogic.com
http://www.preplogic.com/products/exams/download/561/setup.exe
http://preplogic.com/products/audio/free-lessons/audio-sample.aspx?product_id=11076
http://preplogic.com/products/printables/samples/10980_printables_sample.pdf
http://www.preplogic.com/products/mega-guides/samples/640802_CCNA_Sample.pdf

LA e bl le el COMPLETE PRODUCT LINE

Resource Center
CCNA (640-802)

Figure 3:
Comparing the 0S|I Model and TCP/IP Model
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Figure 4:
The Most Common TCP/IP Protocols Used Today Along
with the Functioning 0SI and TCP/IP Model Layer
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Figure 5:
IP Address and Subnet Mask
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Figure 6:
Subnet Mask Network and Host Portion
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Figure 7:
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Figure 8:
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Figure 9:
Organization Network Infrastructure

Private to Public Barrier

Corporate HQ
10.0.0.0 (Private)

Mega Guides

| EXAM VOUCHER
PAID

CANBIDATE MUMBIR: 143791
[EEe Rt ti it vl

Branch Office E
172.16.0.0 (Private)

: Internet
< © (Publio

| AMTIIORRBITETIIT

. AURROHYO R 010 10 RORAR B
| Sales guestions? 1-800-418-6789
S e e praplogte.com -+

Home Office
192.168.1.0 (Private)

Printables

FF—
"o,

Quiz Me Series Audio

» CCNA (640-802) Printables Sample
» CCNA (640-802) Quiz Me Series Sample » CCNA (640-802) Mega Guide Sample 1-800-418-6789



http://www.preplogic.com/products/audio/view-audio-training.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/printables/view-printables.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/voucher/view-vouchers.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/mega-guides/view-mega-guides.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/exams/view-practice-exams.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/video/view-video-training.aspx?campaignid=ls_resource_pdf
http://preplogic.com
http://www.preplogic.com/products/exams/download/561/setup.exe
http://preplogic.com/products/audio/free-lessons/audio-sample.aspx?product_id=11076
http://preplogic.com/products/printables/samples/10980_printables_sample.pdf
http://www.preplogic.com/products/mega-guides/samples/640802_CCNA_Sample.pdf

LA e bl le el COMPLETE PRODUCT LINE

Resource Center
CCNA (640-802)

Figure 10:
Ethernetis a Physical and Data Link Layer Standard,
when Matched to the 0S|I Model
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Figure 11:
UTP Cabling
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Figure 12;
UTP Wiring Diagram
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Figure 13:
UTP Crossover Wiring Diagram
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Figure 14:
Ethernet Frame Format
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Figure 15:
Example MAC Address
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Figure 16:
Organizational Unique Identifier (OUl) and a
Network Interface Controller (NIC) Identifier
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Figure 17:
Single Collision Domain

Crossover Cable

| EXAM VOUCHER
PAID

CANBIDATE MUMBIR: 143791
[EEe Rt ti it vl

FUORLR MMBER:
| AMTIIORRBITETIIT

| RSO U000 1T RRET O
[ 8- 4789

1 Collision Domain

Additional CCNA (640-802) Preparation Tools: =
Quiz Me Series Audio

e Exam Demo
» CCNA (640-802) Quiz Me Series Sample » CCNA (640-802) Mega Guide Sample 1-800-418-6789



http://www.preplogic.com/products/audio/view-audio-training.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/printables/view-printables.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/voucher/view-vouchers.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/mega-guides/view-mega-guides.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/exams/view-practice-exams.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/video/view-video-training.aspx?campaignid=ls_resource_pdf
http://preplogic.com
http://www.preplogic.com/products/exams/download/561/setup.exe
http://preplogic.com/products/audio/free-lessons/audio-sample.aspx?product_id=11076
http://preplogic.com/products/printables/samples/10980_printables_sample.pdf
http://www.preplogic.com/products/mega-guides/samples/640802_CCNA_Sample.pdf

LA e bl le el COMPLETE PRODUCT LINE

Resource Center
CCNA (640-802)

Figure 18:
5 Collision Domains
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Figure 19:
Cisco Mode Flowchart
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Figure 19a:
Cisco 10S Modes
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RouterA>
RouterA>enable
Password:

RouterA#configure terminal

Enter configuration commands, one per line.

RouterA (config) #interface fastethernet 0/1
RouterA (config-if) #end

RouterAfconfigure terminal

Enter configuration commands, one per line.

RouterA (config) #interface fastethernet 0/1
RouterA (config-if) #exit

RouterA (config) fexit

RouterA#
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Figure 21:
Typical 802.1x Architecture
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Figure 22;
Overlap of Wireless Coverage Cells to Allow
Clients to Roam Between Access Points
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Figure 23:
Typical Wireless Cell Design for a
Mid- to Large-Sized Organization
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Figure 24:
Four Primary Lines of Modern Cisco Routers
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Figure 25:
Broadcast Domain Diagram

The entire point of breaking up your network using routers is to prevent broadcasts from over-
whelming networks all around the world. Routers block and limit broadcasts to the Layer 2 domain.

Effectively, the router creates what is known as a broadcast domain:
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Figure 26:
Broadcast Domain Diagram with IP Networks Added
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Figure 26a:
R1 & R2 Routing Tables

R1 Routing Table:
Route 1: Connected - 192.168.0.0/24
Route 2: Connected - 192.168.1.0/24
Route 3:Through R2 - 192.168.2.0/24
Route 4:Through R2 - 192.168.3.0/24

As R1 receives packets for a host in the 192.168.3.0 network, it observes its routing
table and realizes the packets need to be sent to R2.Once R2 receives the packets
from R1, it looks at its routing table, which will look something like this:

R2 Routing Table:

Route 1:Through R1 - 192.168.0.0/24
Route 2: Connected - 192.168.1.0/24
Route 3: Connected - 192.168.2.0/24
Route 4:Through R3 - 192.168.3.0/24
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Figure 27:
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Routing Operation Network Diagram
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Figure 28:
Manually Enter a Route into the Routing Table

Mega Guides
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Router (config) #ip route <destination net> <subnet mask> <next hop IP address>
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Figure 29:
Commands to Create a Fully Routed Network
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R2 (config) #ip route 192.168.1.0 255.255.255.0 172.16.0.1
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Figure 30:
Default Route Network Diagram
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Figure 31:
Default Route Command Syntax
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R1 (config) #ip route 0.0.0.0 0.0.0.0 200.5.1.1

| ATICEREITEYIIT

| AR 10 10 A ORRT A
| Sales guestions? 1-800-418-6789
Fi ** whe pruplogic. com **

Printables

FF—
"o,

Quiz Me Series Audio

Additional CCNA (640-802) Preparation Tools:

Practice Exam Demo » CCNA (640-802) Printables Sample
» CCNA (640-802) Quiz Me Series Sample » CCNA (640-802) Mega Guide Sample 1-800-418-6789


http://www.preplogic.com/products/audio/view-audio-training.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/printables/view-printables.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/voucher/view-vouchers.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/mega-guides/view-mega-guides.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/exams/view-practice-exams.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/video/view-video-training.aspx?campaignid=ls_resource_pdf
http://preplogic.com
http://www.preplogic.com/products/exams/download/561/setup.exe
http://preplogic.com/products/audio/free-lessons/audio-sample.aspx?product_id=11076
http://preplogic.com/products/printables/samples/10980_printables_sample.pdf
http://www.preplogic.com/products/mega-guides/samples/640802_CCNA_Sample.pdf

Figure 32:
Default Administrative Distances on Cisco Routers
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Default Administrative Distances on Cisco Routers
Connected Interface 0
Static Route to Next Hop Address 1
EIGRP 90
OSPF 110
RIPv1,RIPv2 120
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Figure 33:
RIP Network Diagram
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Figure 34:
RIP Configuration Scenario
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Figure 35:
RIP Configuration Syntax

R1 (config) frouter rip .
R1 (config-router) #version 2 Mega Guides
R1 (config-router) #network 192.168.1.0

R1 (config-router) #network 172.16.0.0 ZW
|
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R2 (config) frouter rip

R2 (config-router) #version 2 | ks
| AN 010 11 RO B
R2 (Config_router) #network 10.0.0.0 _," Sleg ption? 100 418470

R2 (config-router) #network 172.16.0.0
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Figure 36:
Show ip protocols Command

Rl#show ip protocols
Routing Protocol is “rip”
Sending updates every 30 seconds, next due in 7 seconds

Invalid after 180 seconds, hold down 180, flushed after 240

Outgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

Redistributing: rip Mega Guides
Default version control: send version 2, receive version 2
Interface Send Recv Triggered RIP Key-chain “fhepl;yc:
Ethernetl 2 2 | EXAM VOUCHER
Seriall 2 2

PAID
. . . . . ummrlnn«n;uml
Automatic network summarization is in effect E BfeEme

Maximum path: 4 ';fl]lllmn}rml-l

abe oo S ong
[

Routing for Networks:

172.16.0.0
192.168.1.0
Routing Information Sources:
Gateway Distance Last Update
172.16.1.2 120 00:00:26

Distance: (default is 120)
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Figure 37:
Show ip route Command

Rl#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS Mega Guides
level-2 —
ia - IS-IS inter area, * - candidate default, U - per-user static Zheploglc‘

route ' EXAM VOUCHER

PAID
oIt e 18791
(AR IXDCOCCOTRS

o - ODR, P - periodic downloaded static route

| WJ]W!\'JI]Y

Gateway of last resort is not set | ONRRDORDIR10100 A1 O

smz  gron b T
[

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Seriall
10.0.0.0/8 [120/1] via 172.16.1.2, 00:00:05, Seriall
C 192.168.1.0/24 is directly connected, EthernetO
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Figure 38:

Debug ip rip Command

Rl#debug ip rip

RIP protocol debugging is on

00:
00:
00:
00:
00:
00:
00:
00:
00:

» CCNA (640-802) Practice Exam Demo
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15:
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RIP:

RIP:
RIP:

received v2 update from 172.16.1.2 on Seriall
10.0.0.0/8 via 0.0.0.0 in 1 hops

: sending v2 update to 224.0.0.9 via EthernetO (192.168.1.1)
RIP:

build update entries

10.0.0.0/8 via 0.0.0.0, metric 2, tag O

172.16.0.0/16 via 0.0.0.0, metric 1, tag O

sending v2 update to 224.0.0.9 via Seriall (172.16.1.1)
build update entries

192.168.1.0/24 via 0.0.0.0, metric 1, tag O
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Figure 39:
EIGRP Network Diagram
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Figure 40:
EIGRP Configuration

The initial configuration of EIGRP looks nearly identical to the initial configuration of RIP:

R1 (config) #frouter eigrp 90
R1 (config-router) #network 192.168.1.0
R1 (config-router) #network 172.16.0.0

R2 (config) #router eigrp 90
R2 (config-router) #network 10.0.0.0
R2 (config-router) #network 172.16.0.0
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Figure 41:
Network Statements with Wildcard Masks

Mega Guides

R1 (config-router) #network 172.16.1.0 0.0.0.255 |
R2 (config-router) #network 172.16.1.0 0.0.0.255
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Figure 42:
Wildcard Mask Graphic
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Figure 43:
Specific Wildcard Mask Statement
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Rl (config-router) #network 172.16.1.1 0.0.0.0 |
R2 (config-router) #network 172.16.1.2 0.0.0.0
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Figure 44:
Broad Wildcard Mask Statement
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R1 (config-router) #network 172.0.0.0 0.255.255.255 |
R2 (config-router) #network 172.0.0.0 0.255.255.255
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Rl#show ip route
Codes:

Figure 45:
Show ip route Command

C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS
level-2

ia - IS-IS inter area, * - candidate default, U - per-user static

o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

Q U o

» CCNA (640-802) Practice Exam Demo

» CCNA (640-802) Quiz Me Series Sample

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
172.16.0.0/16 is a summary, 00:00:24, NullO

172.16.1.0/24 is directly connected, Seriall

10.0.0.0/8 [90/2195456] wvia 172.16.1.2, 00:00:07, Seriall
192.168.1.0/24 is directly connected, EthernetO
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Figure 45a:
Command to Disable Auto-Summarization
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Figure 46:
Show ip route Command

Rl#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS
level-2
ia - IS-IS inter area, * - candidate default, U - per-user static
route

o - ODR, P - periodic downloaded static route
Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Seriall

10.0.0.0/24 is subnetted, 1 subnets
D 10.1.1.0 [90/2195456] wvia 172.16.1.2, 00:00:36, Seriall
C 192.168.1.0/24 is directly connected, EthernetO

As you can see, the 10.0.0.0/8 entry has been replaced by the more specific 10.1.1.0/24 entry.
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Figure 47:
Show ip protocols Command

Rl#show ip protocols
Routing Protocol is “eigrp 90”
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Default networks flagged in outgoing updates

Default networks accepted from incoming updates

EIGRP metric weight Kl=1, K2=0, K3=1, K4=0, K5=0 hﬂega Guides
EIGRP maximum hopcount 100
EIGRP maximum metric variance 1 f f":'“

Redistributing: eigrp 90 f
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172.16.0.0
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Routing Information Sources:
Gateway Distance Last Update
(this router) 90 00:13:51
172.16.1.2 90 00:06:27

Distance: internal 90 external 170
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Figure 48:
Show ip eigrp neighbors Command
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Rl#show ip eigrp neighbors f
IP-EIGRP neighbors for process 90 s
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Figure 49:
Show ip eigrp topology Command

Rl#show ip eigrp topology
IP-EIGRP Topology Table for AS(90)/ID(192.168.1.1)

Mega Guides
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply, S
r - reply Status, s - sia Status f f o
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Figure 50:
Create a Key Chain in Global Configuration Mode

R1 (config) #key chain EIGRP_AUTH

R1 (config-keychain) #key 1

R1 (config-keychain-key) #key-string Sup3r$3cret
R1 (config-keychain-key) #accept-lifetime 8:00:00 Jan 1 2009 8:00:00 Jun 1 2009
R1 (config-keychain-key) #send-1lifetime 8:00:00 Jan 1 2009 8:00:00 Jun 1 2009
R1 (config-keychain-key) #exit

R1 (config-keychain) #key 2

R1 (config-keychain-key) #key-string n3wSup3r$3cret
R1 (config-keychain-key) #accept-lifetime 8:00:00 Jun 1 2009 8:00:00 Dec 31 2009
R1 (config-keychain-key) #send-1lifetime 8:00:00 Jun 1 2009 8:00:00 Dec 31 2009
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Figure 51:
Apply Key Chain to the Interface where the
EIGRP Neighbors are Located
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R1 (config) #int sl ZW
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Rl (config-if) #ip authentication mode eigrp 90 md5
R1 (config-if) #ip authentication key-chain eigrp 90 EIGRP_AUTH
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Figure 52:
Network Design in OSPF
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Figure 53:
Summarization Example

172.16.0.0/24
172.16.1.0/24
172.16.2.0/24

| EXAM VOUCHER
PAID
CANSIDATE MAER: 143791
(AR IXDCOCCOTRS

172.16.100.0/24

Area 1 172.16.0.0/17

| AMTIIORRBITETIIT

| AR 10 10 A ORRT A
| Sales guestions? 1-800-418-6789
{ = s preplogic.com

Area 0 (Backbone)

Quiz Me Series Audio

» CCNA (640-802) Printables Sample
» CCNA (640-802) Quiz Me Series Sample » CCNA (640-802) Mega Guide Sample 1-800-418-6789


http://www.preplogic.com/products/audio/view-audio-training.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/printables/view-printables.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/voucher/view-vouchers.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/mega-guides/view-mega-guides.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/exams/view-practice-exams.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/video/view-video-training.aspx?campaignid=ls_resource_pdf
http://preplogic.com
http://www.preplogic.com/products/exams/download/561/setup.exe
http://preplogic.com/products/audio/free-lessons/audio-sample.aspx?product_id=11076
http://preplogic.com/products/printables/samples/10980_printables_sample.pdf
http://www.preplogic.com/products/mega-guides/samples/640802_CCNA_Sample.pdf

LA e bl le el COMPLETE PRODUCT LINE

Resource Center
CCNA (640-802)

Figure 54:
Single-Area OSPF Configuration
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Figure 55:
Initial Configuration of 0SPF

config) #router ospf 1

Mega Guides

config-router) #router-id 1.1.1.1

config-router) #fnetwork 172.16.1.0 0.0.0.255 area 0
config-router) #network 192.168.1.0 0.0.0.255 area 0
config) #router ospf 1

config-router) #router-id 2.2.2.2

config-router) #network 172.16.1.0 0.0.0.255 area 0
config-router) #network 10.1.1.0 0.0.0.255 area 0

|

EXAM VOUCHER
PAID

CANSIDATE MAER: 143791
(AR IXDCOCCOTRS

| AMTIIORRBITETIIT

| ARY D 1T RO

| Sales questions? 1-800-418-6789
[ e prlagi.con

Printables

Additional CCNA (640-802) Preparation Tools:

» CCNA (640-802) Printables Sample
» CCNA (640-802) Mega Guide Sample

ice Exam Demo
» CCNA (640-802) Quiz Me Series Sample

FF—
"o,

Quiz Me Series Audio

1-800-418-6789



http://www.preplogic.com/products/audio/view-audio-training.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/printables/view-printables.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/voucher/view-vouchers.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/mega-guides/view-mega-guides.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/exams/view-practice-exams.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/video/view-video-training.aspx?campaignid=ls_resource_pdf
http://preplogic.com
http://www.preplogic.com/products/exams/download/561/setup.exe
http://preplogic.com/products/audio/free-lessons/audio-sample.aspx?product_id=11076
http://preplogic.com/products/printables/samples/10980_printables_sample.pdf
http://www.preplogic.com/products/mega-guides/samples/640802_CCNA_Sample.pdf

LA e bl le el COMPLETE PRODUCT LINE

Resource Center
CCNA (640-802)

Figure 56:
show ip protocols Command

R2#show ip protocols
Routing Protocol is “ospf 1”7

Outgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

Router ID 2.2.2.2 Mega Guides

Number of areas in this router is 1. 1 normal 0 stub 0 nssa

lEXAM VOUCHER
PAID
CANSIDATE MAER: 143791
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Maximum path:

Routing for Networks:
10.1.1.0 0.0.0.255 area O
172.16.1.0 0.0.0.255 area O | s

Routing Information Sources: %ﬂ{ﬂ;@'
Gateway Distance Last Update -
1.1.1.1 110 1d22h Exam Vouchers
2.2.2.2 110 1d22h

Distance: (default is 110)
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Figure 57:
show ip route Command

R2#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS Mega Guides
inter area :w?wwm?w
* - candidate default, U - per-user static route, o - ODR | Preplogic®
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P - periodic downloaded static route

Gateway of last resort is not set Immwmn
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smz  gron b T
[

172.16.0.0/24 is subnetted, 1 subnets
C 172.16.1.0 is directly connected, Seriall
10.0.0.0/24 is subnetted, 1 subnets
10.1.1.0 is directly connected, Ethernet0
0] 192.168.1.0/24 [110/74] wvia 172.16.1.1, 1d22h, Seriall
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Figure 58:
show ip ospf neighbor Command

Mega Guides

R2#show ip ospf neighbor f
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Figure 59:
Enabling Authentication in OSPF

s . Mega Guides
R1 (config) #interface serial 1
Rl (config-if) #ip ospf authentication message-digest : f _
Rl (config-if) #ip ospf authentication-key password f s
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PALD

CANBIDATE MUMBIR: 143791
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R2 (config) #interface serial 1

R2 (config-if) #ip ospf authentication message-digest | s
| EARRRDII 0010 11 R B0
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R2 (config-if) #ip ospf authentication-key password
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Figure 60:
College Campus Network Diagram
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| EXAM VOUCHER
PAID

CANBIDATE MUMBIR: 143791
[EEe Rt ti it vl

| ATICEREITEYIIT

| AR 10 10 A ORRT A
| Sales guestions? 1-800-418-6789
Fi ** whe pruplogic. com **

Printables

FF—
"o,

Quiz Me Series Audio

Practice Exam Demo » CCNA (640-802) Printables Sample
» CCNA (640-802) Quiz Me Series Sample » CCNA (640-802) Mega Guide Sample 1-800-418-6789


http://www.preplogic.com/products/audio/view-audio-training.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/printables/view-printables.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/voucher/view-vouchers.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/mega-guides/view-mega-guides.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/exams/view-practice-exams.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/video/view-video-training.aspx?campaignid=ls_resource_pdf
http://preplogic.com
http://www.preplogic.com/products/exams/download/561/setup.exe
http://preplogic.com/products/audio/free-lessons/audio-sample.aspx?product_id=11076
http://preplogic.com/products/printables/samples/10980_printables_sample.pdf
http://www.preplogic.com/products/mega-guides/samples/640802_CCNA_Sample.pdf

LA e bl le el COMPLETE PRODUCT LINE

Resource Center
CCNA (640-802)

Figure 61:
Visual Representation of VLANs
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Figure 62:
VLAN Revisions Diagram

New VLAN Added:VLAN 35
Increment VTP Revision to 23 and advertise

VTP Server

Rev #23

VTP Domain |'
PreplLogic
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VTP Client
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Figure 63:
Hardcode Access and Trunk Ports

Switch (config) #interface range fa0/1-22 Mega Guides

Switch (config-if-range) #switchport mode access

The above syntax assumes you would want the first 22 ports of your switch assigned as access f

ports, which connect to end devices.These ports will never become trunks. | EXAM VOUCHER
PAID

CANBIDATE MUMBIR: 143791
[EEe Rt ti it vl

Switch (config) #interface range fa0/23-24
Switch (config-if-range) #switchport trunk encapsulation dotlqg I.'m;,;;}h-.

| Sales questions? 1-800-418-6789
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Switch (config-if-range) #switchport mode trunk
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Figure 64:
Verify Trunk port Operation

Switch#show interfaces fa0/23 switchport

Name: Fa0/23

Switchport: Enabled
Administrative Mode: trunk
Operational Mode: trunk

www.preplogic.com

Administrative Trunking Encapsulation: dotlg

Operational Trunking Encapsulation: dotlqg

Negotiation of Trunking: On
(default)
Trunking Native Mode VLAN: 1

Access Mode VLAN: 1

Administrative Native VLAN tagging:

Voice VLAN: none

Administrative private-vlan

Administrative private-vlan mapping:

Administrative private-vlan trunk

Administrative private-vlan trunk
Administrative private-vlan trunk
Administrative private-vlan trunk
Administrative private-vlan trunk
Operational private-vlan:
Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL

none
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host-association:

(default)

enabled

none
none
native VLAN: none
Native VLAN tagging: enabled
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Figure 65:
Setup VTP
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Switch (config) #vtp mode <server/client/transparent>

Switch (config) #vtp domain <domain name>

Switch (config) #vtp password <password>
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Figure 66:
show vtp status Command

Switch#show vtp status
VTP Version 2

Configuration Revision : 0 Mega Guides

Maximum VLANs supported locally : 1005

Number of existing VLANs 12 AV
g Zheployc'

VTP Operating Mode : Server |'

. EXAM VOUCHER
VTP Domain Name : PREPLOGIC PAID

. s CANSIDATE NSIR: 143791
VTP Pruning Mode : Disabled o

muw"

VTP V2 Mode : Disabled ,'Im""ﬂ'"-.
VTP Traps Generation : Disabled [ R e
MD5 digest : OxAA OxFB 0xB4 0x2C 0x10 0x18 0x62 0xD9

Configuration last modified by 172.30.1.1 at 1-8-08 15:37:24
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Figure 67:
Create VLANSs and Assign Ports to those VLANs

Switch (config) #vlan 10 Mega Guides
Switch (config-vlan) #name SALES B
Switch (config-vlan) #exit ZW
Switch (config) #vlan 20 |

EXAM VOUCHER
Switch (config-vlan) #name MARKETING PAID

CANDIDATE MUMBIR: 143791
Switch (config-vlan) #exit o

FOUCHR MMSER:

. . Im]w"

Switch (config) #vlan 30 | YRR 000011 B
Switch (config-vlan) #name ENGINEERING [ e
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Figure 68:
Assign Ports to Each VLAN

Switch (config) #interface range £a0/1-5 Mega Guides
Switch (config-if-range) #switchport access vlan 10
Switch (config-if-range) #exit Z

Switch (config) #interface range fa0/6-10 |'

EXAM VOUCHER
PAID

CANBIDATE MUMBIR: 143791
[EEe Rt ti it vl

Switch (config-if-range) #switchport access vlan 20

Switch (config-if-range) ffexit

| AMTIIORRBITETIIT

Switch (config) #interface range fa0/11-15 | (MO 1T RO

| Sales questions? 1-800-418-6789
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Switch (config-if-range) #switchport access vlan 30
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Figure 69:
show vlan brief Command
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CCNA (640-802)

Switch#show vlan brief

VLAN Name Status
1 default active
10 SALES active
20 MARKETING active
30 ENGINEERING active
1002 fddi-default act/unsup
1003 trcrf-default act/unsup

1004 fddinet-default act/unsup
1005 trbrf-default act/unsup
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Figure 70:
Attach a Unique Router Port to Each VLAN

Mega Guides

VLAN 10 VLAN 20

| EXAM VOUCHER
PAID

CANBIDATE MUMBIR: 143791
[EEe Rt ti it vl

| ATICEREITEYIIT

| AR 10 10 A ORRT A
| Sales guestions? 1-800-418-6789
Fi ** whe pruplogic. com **

-~ N
172.16.10.25 172.16.20.25

Fa0/1
172.16.10.1/24

Fa0/0
172.16.20.1/24

Printables

FF—
"o,

Quiz Me Series Audio

Additional CCNA (640-802) Preparation Tools:

Practice Exam Demo » CCNA (640-802) Printables Sample
» CCNA (640-802) Quiz Me Series Sample » CCNA (640-802) Mega Guide Sample 1-800-418-6789


http://www.preplogic.com/products/audio/view-audio-training.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/printables/view-printables.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/voucher/view-vouchers.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/mega-guides/view-mega-guides.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/exams/view-practice-exams.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/video/view-video-training.aspx?campaignid=ls_resource_pdf
http://preplogic.com
http://www.preplogic.com/products/exams/download/561/setup.exe
http://preplogic.com/products/audio/free-lessons/audio-sample.aspx?product_id=11076
http://preplogic.com/products/printables/samples/10980_printables_sample.pdf
http://www.preplogic.com/products/mega-guides/samples/640802_CCNA_Sample.pdf

LA e bl le el COMPLETE PRODUCT LINE

Resource Center
CCNA (640-802)

Figure 71:
Router on a Stick Solution

Trunk Fa0/0

Mega Guides

Router On “f"v
A Stick [y i
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Figure 72:
Router on a Stick Configuration

Router (config) #interface £a0/0.10

Router (config-subif) #encapsulation dotlg 10

Router (config-subif) #ip address 172.16.10.1 255.255.255.0
Router (config-subif) #fexit

Router (config) #interface £a0/0.20

Router (config-subif) #encapsulation dotlg 20

Router (config-subif) #ip address 172.16.20.1 255.255.255.0
Router (config-subif) fexit

Router (config) #interface £a0/0.30

Router (config-subif) #encapsulation dotlg 30
Router (config-subif) #ip address 172.16.30.1 255.255.255.0

Router (config-subif) #exit
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Figure 73:
Switch Topology
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Figure 74:
Switches Exchange Bridge Protocol
Data Unit (BPDU) Messages
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There must “lam S1” Mega Guides
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Figure 75:
STP Diagram
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Figure 75a:
Access the Switch that is Most
Core (Central) to Your Organization
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Figure 76:
show spanning-tree Command

CoreSwitch#show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 24577

Address 000c.854b.ee80

Mega Guides

This bridge is the root Y Z
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec | Preplogic®
lEXAH VOUCHER

PAID
Bridge ID Priority 24577 (priority 24576 sys-id-ext 1) s wrecs: sams
Address 000c.854b.ee80 I;,",‘D:w";f,;;,,
I E0HOACHYI TN 0 10 RO 0
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec | e st -t s

Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
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Figure 77:
Enable PortFast on Ports Connected to End Devices

Switch (config) #interface range fastEthernet 0/1-22

Switch (config-if-range) #spanning-tree portfast

SWarning: portfast should only be enabled on ports connected to a single Iwega(;mdes
host. Connecting hubs, concentrators, switches, bridges, etc... to this F
interface when portfast is enabled, can cause temporary bridging loops. f ﬂ“ﬂﬂgr
Use with CAUTION lEXAM VOUCHER

PALD

CANBIDATE MUMBIR: 143791
[EEe Rt ti it vl

%Portfast will be configured in 22 interfaces due to the range command bt et
| 0
but will only have effect when the interfaces are in a non-trunking | sies st e 70

mode.

Switch (config-if-range) #
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Figure 78:
Command to Enable RSTP

Mega Guides
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Switch (config) #spanning-tree mode rapid-pvst
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Figure 79:
List Filtering Inbound Traffic to the

S0/0 Interface of Our Router

F0/0 S0/0

Access List 10

Permit host 200.5.9.23
Permit host 195.81.32.13
Permit host 4.2.2.2
Permit 200.1.1.0 0.0.0.255
Deny any
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Figure 80:

The Number of Access Lists that You

Create Dictates the Type of Access List

<1-99>

<100-199>
<1100-1199>
<1300-1999>
<200-299>
<2000-2699>
<700-799>
dynamic-extended

rate-limit
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IP standard access
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list
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Extended 48-bit MAC address access list

IP standard access
Protocol type-code
IP extended access
48-bit MAC address
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list (expanded range)
access list
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access list
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Simple rate-limit specific access list
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Figure 81:
Network Diagram to Demonstrate the
Configuration and Application of a Standard ACL

FO/0 50/0

Internet
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Network 2
i g 192.168.2.0/24 Network 3

192.168.2.0/24

Network 1
192.168.1.0/24
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Figure 82:
Command Syntax to Create the Access List

Mega Guides

R1 (config) #access-1ist 1 deny 192.168.2.0 0.0.0.255 |

R1 (config) #access-list 1 permit any
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Figure 83:
Applying Access List

Mega Guides
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Rl (config-if) #ip access-group 1 out
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Figure 84:
Limit Telnet and SSH Access to
a Specific Set of IP Addresses

Mega Guides
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R1 (config) #access-1ist 2 permit 10.1.1.0 0.0.0.255
R1 (config) #1line vty 0 4

R1 (config-line) #faccess-class 2 in
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Figure 85:
Network Diagram to Demonstrate the
Configuration of an Extended ACL

Mega Guides

SO/O II.I,-. Z XH SELEN
FO/0 FO/0 |" e

S0/0 EXAM VOUCHER
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192.168.1.128/25 | st omiton om0 em
.100 /
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Figure 86:
Access List Commands to Satisfy Scenario Requirements

Mega Guides

R2 (config) faccess-1ist 100 permit tcp host 192.168.1.150 host 192.168.1.100 eq 80 f _

R2 (config) #access-1list 100 permit tcp host 192.168.1.150 host 192.168.1.100 eq 443 [ B
R2 (config) #access-1list 100 permit tcp host 192.168.1.150 host 192.168.1.100 eq 21 lff;:" VOUCHER
R2 (config) faccess-1ist 100 deny ip host 192.168.1.150 host 192.168.1.100

R2 (

wﬂ“ﬁ:llml
config) faccess-list 100 permit ip 192.168.1.128 0.0.0.127 any | ks
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Figure 87:
Apply Access Lists

255.255.255.255 Mega Guides
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Now, the access list needs to be applied:
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R2 (config) #interface £a0/0 | EAR A0 1 R

R2 (config-if) #ip access-group 100 in
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Figure 88:
ACLs Using a Logical Name and Being
Editable by Sequence Numbers

Mega Guides

R1 (config) #ip access-list standard INTERNET FILTER f _
R1 (config-std-nacl) #10 permit host 10.5.9.2 l." Ereptosk
R1 (config-std-nacl) #20 permit host 192.168.1.59 EXAM VOUCHER

PALD
R1 (config-std-nacl) #30 permit host 172.30.100.100 i il
R1 (config-std-nacl) #40 permit 192.168.0.0 0.0.0.255 | Krsieserses
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| Sales guestions? 1-800-418-6789
Fi ** whe pruplogic. com **

Printables

FF—
"o,

Quiz Me Series Audio

» CCNA (640-802) Printables Sample
» CCNA (640-802) Quiz Me Series Sample » CCNA (640-802) Mega Guide Sample 1-800-418-6789



http://www.preplogic.com/products/audio/view-audio-training.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/printables/view-printables.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/voucher/view-vouchers.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/mega-guides/view-mega-guides.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/exams/view-practice-exams.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/video/view-video-training.aspx?campaignid=ls_resource_pdf
http://preplogic.com
http://www.preplogic.com/products/exams/download/561/setup.exe
http://preplogic.com/products/audio/free-lessons/audio-sample.aspx?product_id=11076
http://preplogic.com/products/printables/samples/10980_printables_sample.pdf
http://www.preplogic.com/products/mega-guides/samples/640802_CCNA_Sample.pdf

LA e bl le el COMPLETE PRODUCT LINE

Resource Center
CCNA (640-802)

Figure 89:
show access-list <number/name> Command

Router#show access-list INTERNET FILTER

Extended IP access list INTERNET FILTER

10 permit tcp any any eq smtp (1649888 matches) Mega Guides

|

20 permit tcp any eq 1723 any (674 matches)

30 permit icmp any any (5183897 matches)
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40 permit gre any any (6122251 matches)
50 permit tcp any any eq 1723 (363581 matches)

60 permit udp any any eq snmp (1341499 matches) | s
| SUNONE A0 11 RO Y

| Sales questions? 1-800-418-6789
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70 permit tcp any any established (89855906 matches)

80 permit tcp any host 68.214.31.189 eq domain (1083 matches)
90 permit udp any host 68.214.31.189 eg domain (15038897 matches)
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Figure 90:

show run Command

Router#show
access-list
access-list
access-list
access-list
access-list

access-list

run | include
100 deny ip
100 deny ip
100 deny ip
100 deny ip
100 deny ip

100 permit ip

access-list

192.168.100.
192.168.121.
192.168.112.
192.168.111.
192.168.101.

192.168.0.0
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Figure 91:
show run interface Command

Router#show run interface s0/0

Building configuration...

Mega Guides

Current configuration : 318 bytes ;”7”“”?”
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no ip redirects
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Figure 92;
Static NAT Network Diagram
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Figure 93:
Static NAT Configuration

config) #ip nat inside source static 192.168.1.100 202.50.63.122

Mega Guides

config) #interface £a0/0

config-if) #ip address 192.168.1.1 255.255.255.0
config-if) #ip nat inside

config-if) #exit

config) #interface s0/0

config-if) #ip address 198.53.12.221 255.255.255.0

config-if) #ip nat outside
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Figure 94:
Dynamic NAT Network Diagram
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Figure 95:
Dynamic NAT Configuration

R1 (config) #access-1list 50 permit 192.168.1.0 0.0.0.255

R1 (config) #ip nat pool EXTERNALS 202.50.63.1 202.50.63.254 netmask 255.255.255.0
Rl (config) #ip nat inside source list 50 pool EXTERNALS

R1 (config) #interface £a0/0

Rl (config-if) #ip address 192.168.1.1 255.255.255.0

Rl (config-if) #ip nat inside

R1 (config-if) #exit

R1 (config) #interface s0/0
Rl (config-if) #ip address 198.53.12.221 255.255.255.0
Rl (config-if) #ip nat outside
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Figure 96:
NAT Overload Network Diagram
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Figure 97:

NAT Translation Table
Pro Inside global Inside local Outside global Mega Guides
tep 202.50.63.1:4014 192.168.1.10:4014 206.188.7.218:5190
tep 202.50.63.1:4446 192.168.1.103:4446 13.37.74.73:80 ZW
top 202.50.63.1:4447 192.168.1.53:4447 13.37.74.73:80 | EXAM VOUCHER
tep 202.50.63.1:4473 192.168.1.221:4473 81.68.86.231:443 gﬂM
tep 202.50.63.1:4474 192.168.1.63:4474 64.245.209.49:443 i o
tep 202.50.63.1:4475 192.168.1.9:4475 64.245.209.31:443 _J,-"ﬂ"'"..“i;‘,'l".'ﬂlﬂw'
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Figure 98:
Implement NAT Overload

R1 (config) faccess-1list 50 permit 192.168.1.0 0.0.0.255
R1 (config) #ip nat pool EXTERNAL 202.50.63.1 202.50.63.1 netmask 255.255.255.0 IWegalSmdes
R1 (config) #ip nat inside source list 50 pool EXTERNAL overload

R1 (config) #interface £a0/0 f ﬂﬁﬁaﬁé
Rl (config-if) #ip address 192.168.1.1 255.255.255.0 [
Rl (config-if) #ip nat inside

EXAM VOUCHER
PAID

CANSIDATE MAER: 143791
(AR IXDCOCCOTRS

Rl (config-if) fexit

oS
R1 (config) #interface s0/0 | o
R1 (config-if) #ip address 198.53.12.221 255.255.255.0 T i
Rl (config-if) #ip nat outside Exam Vouchers
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Figure 99:

show ip nat translations Command

Router#show ip nat translations

Pro
tcp
tcp
tcp
tcp
tcp

tcp

Inside

202.
202.
202.
202.
202.
202.

50.
50.
50.
50.
50.
50.

global

63.1:4014
63.1:444¢6
63.1:4447
63.1:4473
63.1:4474
63.1:4475

Inside local

192.168.1.10:

4014

192.168.1.13:4446
192.168.1.53:4447
192.168.1.22:4473
192.168.1.63:4474
192.168.1.9:4475
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Outside local
206.188.7.218:80
13.37.74.73:80
13.37.74.73:80
81.68.86.231:80
64.245.209.49:80
64.245.209.31:80
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Outside global
206.188.7.218:80
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Figure 100:
show ip nat statistics Command

Router#show ip nat statistics

Total translations: 2 (0 static, 2 dynamic; 0 extended)

Outside interfaces: Serial0/0 Mega Guides
Inside interfaces: FastEthernet 0/0 Z i
Hits: 135 Misses: 5 Beplosics

Expired translations: 2 lEXAM VOUCHER
PAID

Dynamic mappings: e ot 14300

-- Inside Source | Mrsicesat

| UK 810100 11 OO B
| Sales questions? 1-800-418-6789
[ e praplogic. com

access-1list 50 pool EXTERNAL refcount 2
pool EXTERNAL: netmask 255.255.255.0
start 202.50.63.1 end 202.50.63.1

type generic, total addresses 1, allocated 1 (100%), misses 0
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Figure 101:
Sample IPv6 Address
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Figure 102;
Two Rules to Shorten IPv6 Address

Mega Guides

e Rule 1: Groups of consecutive zeros can be represented with a double colon (::); r——

however, the double colon can only be used once in each address. ?W
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Figure 103:
Network Diagram Showing How Organizations
will Slowly Migrate to the New IPv6
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Figure 103a:
IPv6 Host and Network Portion of the Address
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Figure 104:
Router Configuration for the LAN Interface

e« IPv6 Network Portion: 2001:0050:0300:0000 .
Mega Guides

o IPv6 Host Portion:0000:0ab4:1e2b:98aa

Now, the router configuration for the LAN interface: |
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Figure 105:
VPN Network Diagram
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Figure 106:

show interfaces Command

Router#show interfaces serial 1

Seriall is up,

Hardware is H
Internet addr
MTU 1500 byte
reliabilit
Encapsulation
Keepalive set
Last input 00
Last clearing
Input queue:
Queueing stra
Output queue:
Conversati
Reserved C
Available

5 minute inpu

5 minute output rate 0 bits/sec,

2 packets

Received 2

input errors,

packets

output buffer failures,

0
2
0 output e
0
0

carrier

DCD=up

DSR=up

line protocol is up

D64570

ess is 172.16.1.2/24

s, BW 1544 Kbit, DLY 20000 usec,

y 255/255, txload 1/255, rxload 1/255
HDLC, loopback not set

(10 sec)
:00:03, output 00:00:05, output hang never

of “show interface” counters 00:00:07
0/75/0/0
weighted fair

(size/max total/threshold/drops)

(size/max/drops/flushes); Total output drops
tegy:

0/1000/64/0
0/3/256
onversations 0/0
Bandwidth 1158 kilobits/sec

t rate 0 bits/sec,

ons (active/max active/max total)

(allocated/max allocated)

0 packets/sec

0 packets/sec

input, 88 bytes, 0 no buffer
broadcasts, 0 runts, 0 giants, 0 throttles

0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
output, 90 bytes, 0 underruns

rrors, 0 collisions, 0 interface resets
0 output buffers swapped out
transitions

DTR=up RTS=up CTS=up
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Figure 107:
PPP Authentication Diagram

Mega Guides

The CCNA exam focuses solely on the authentication aspects of
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Figure 108:
Initial Configuration of PPP

The initial configuration of PPP is simple:
Neo (config) #interface S1

Neo (config-if) #encapsulation ppp

Cipher (config) #interface S1
Cipher (config-if) #encapsulation ppp
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Figure 109:
Configure CHAP Authentication
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Neo (config) #username Cipher password cisco

Neo (config) #interface serial 1 “f AV
g9 . Preplogic®

Neo (config-if) #ppp authentication chap |
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Cipher (config) #fusername Neo password cisco
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Cipher (config) #interface serial 1 ,-Inmtl‘ﬂﬂlﬂ-l
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Cipher (config-if) #ppp authentication chap
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Figure 110:
show interfaces Command

Neo#show interfaces serial 1
Seriall is up, line protocol is up
Hardware is HD64570
Internet address is 172.16.1.1/24

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation PPP, loopback not set
Keepalive set (10 sec)

LCP Open

Open: IPCP, CDPCP

Last input 00:00:01, output 00:00:01, output hang never

Last clearing of “show interface” counters 00:11:40
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Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: weighted fair

Output queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/1/256 (active/max active/max total)

Reserved Conversations 0/0 (allocated/max allocated)

Available Bandwidth 1158 kilobits/sec

5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
195 packets input, 14191 bytes, 0 no buffer
0 throttles

0 ignored,

Received 0 broadcasts, 0 runts, 0 giants,
0 input errors, 0 CRC, 0 frame, 0 overrun,
187 packets output, 13210 bytes, 0 underruns

0 output errors, 0 collisions, 15 interface resets

0 output buffer failures, 0 output buffers swapped out

29 carrier transitions

DCD=up DSR=up DTR=up RTS=up CTS=up
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Figure 111:
Debug ppp Authentication Command

Neo (config-if) #do debug ppp authentication

PPP authentication debugging is on

Neo (config-if) #no shutdown

00:
00:
00:
00:
00:
00:
00:
00:
00:

26:
26:
26:
26:
26:
26:
26:
26:
26:

38:
38:
38:
38:
38:
38:
38:
38:
38:

Sel
Sel

SLINK-3-UPDOWN:
CHAP:
CHAP:
CHAP:
CHAP:
CHAP:
CHAP:

Sel
Sel
Sel
Sel
Sel
Sel

PPP:
PPP:

Using default call direction

Treating connection as a dedicated line

o}

I
0
I
0]
I

Interface Seriall, changed state to up
CHALLENGE id 2 len 24 from “Neo”
CHALLENGE id 10 len 27 from “Cipher”
RESPONSE id 10 len 24 from “Neo”
RESPONSE id 2 len 27 from “Cipher”
SUCCESS id 2 len 4

SUCCESS id 10 len 4
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Figure 112;
Frame Relay Network Diagram
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Figure 113:
Frame Relay Network Diagram
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Figure 114:
Frame Relay Hub and Spoke Topology
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Figure 115:
Frame Relay Full Mesh Topology
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Figure 116:
Frame Relay Partial Mesh Topology
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Figure 117:
Frame Relay Multipoint Configuration

S0/0
192.168.1.1/24

S0/0
192.168.1.2/24 _
Mega Guides

| EXAM VOUCHER
PAID

CANBIDATE MUMBIR: 143791
[EEe Rt ti it vl

| ATICEREITEYIIT

| AR 10 10 A ORRT A
| Sales guestions? 1-800-418-6789
Fi ** whe pruplogic. com **

Printables

FF—
"o,

Quiz Me Series Audio

Additional CCNA (640-802) Preparation Tools:

Practice Exam Demo » CCNA (640-802) Printables Sample
» CCNA (640-802) Quiz Me Series Sample » CCNA (640-802) Mega Guide Sample 1-800-418-6789


http://www.preplogic.com/products/audio/view-audio-training.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/printables/view-printables.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/voucher/view-vouchers.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/mega-guides/view-mega-guides.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/exams/view-practice-exams.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/video/view-video-training.aspx?campaignid=ls_resource_pdf
http://preplogic.com
http://www.preplogic.com/products/exams/download/561/setup.exe
http://preplogic.com/products/audio/free-lessons/audio-sample.aspx?product_id=11076
http://preplogic.com/products/printables/samples/10980_printables_sample.pdf
http://www.preplogic.com/products/mega-guides/samples/640802_CCNA_Sample.pdf

Resource Center
CCNA (640-802)

Figure 118:

Frame Relay Multipoint Configuration Syntax

config) #interface serial 0/0

R1(

Rl (config-if) #ip address 192.168.1.1 255.
Rl (config-if) #encapsulation frame-relay
Rl (config-if) #frame-relay map ip 192.168.
R1 (config-if) #frame-relay map ip 192.168.

config) #interface serial 0/0

R2 (

R2 (config-if) #ip address 192.168.1.2 255.
R2 (config-if) #encapsulation frame-relay
R2 (config-if) #frame-relay map ip 192.168.
R2 (config-if) #frame-relay map ip 192.168.

config) #interface serial 0/0

R3(

R3 (config-if) #ip address 192.168.1.3 255.
R3 (config-if) #encapsulation frame-relay
R3 (config-if) #frame-relay map ip 192.168.
R3 (config-if) #frame-relay map ip 192.168.
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Figure 119:
Frame Relay Cloud

» CCNA (640-802) Quiz Me Series Sample
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Figure 120:

Point-to-Point Configuration

R2 (
R2 (
R2 (
R2 (
R2 (
R2 (

R3(
R3(
R3(
R3(
R3(
R3(

config) #interface serial 0/0
config-if) #encapsulation frame-relay
config-if) #exit

config) #interface serial 0/0.12 point-to-point

config-if) #frame-relay interface-dlci 102
config-if) #exit

config) #interface serial 0/0.13 point-to-point

R1(
RI1(
R1(
R1(
Rl (config-if) #ip address 192.168.12.1 255.255.255.
R1(
R1(
RI1(
R1 (config-if) #ip address 192.168.13.1 255.255.255.
R1(

config-if) #frame-relay interface-dlci 103

config) #interface serial 0/0
config-if) #encapsulation frame-relay
config-if) fexit

config) #interface serial 0/0.12 point-to-point
config-if) #frame-relay interface-dlci 201
config) #interface serial 0/0

config-if) #encapsulation frame-relay

config-if) #exit

config) #interface serial 0/0.12 point-to-point

config-if) #frame-relay interface-dlci 301
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Figure 121:
CDP Network Diagram Example
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Figure 122;
show cdp neighbors Command

Mega Guides

Rl#show cdp neighbors ;”7”&”?”
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Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater

Device ID Local Intrfce Holdtme Capability Platform Port ID | s
| ARY D 1T RO
R2 Ser 1 176 R 2520 Ser 1 [ttt o
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Figure 123:
show cdp neighbors Detail Command

Rl#show cdp neighbors detail
Device ID: R2
Entry address(es):

IP address: 172.16.1.2

Mega Guides

Platform: cisco 2520, Capabilities: Router

Interface: Seriall, Port ID (outgoing port): Seriall :w?wwm?w
Holdtime : 144 sec f PrepLogic®
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Cisco Internetwork Operating System Software L
| A0 1
108 (tm) 2500 Software (CZSOO_JS_L) ’ Version 12.2 (lOa) ’ RELEASE SOFTWARE J.'Iym_o:::.mf;]?;u.-‘iw

(fcl)
Copyright (c) 1986-2002 by cisco Systems, Inc.
Compiled Tue 21-May-02 10:55 by pwade

advertisement version: 2
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Figure 124:
show cdp neighbors Command

Rl#telnet 172.16.1.2

Trying 172.16.1.2 ... Open Mega Guides

R2>show cdp neighbors “Z AV

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge |
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S - Switch, H - Host, I - IGMP, r - Repeater
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Figure 125;
End Your Telnet Session

Rl#telnet 172.16.1.2 Mega Guides
Trying 172.16.1.2 ... Open

f ﬁwﬂayr
R2>exit |'
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[Connection to 172.16.1.2 closed by foreign host]

| ATICEREITEYIIT

| ARY D 1T RO

| Sales questions? 1-800-4i8-6789

R1# Vi

Printables

FF—
"o,

Quiz Me Series Audio

» CCNA (640-802) Printables Sample
» CCNA (640-802) Quiz Me Series Sample » CCNA (640-802) Mega Guide Sample 1-800-418-6789



http://www.preplogic.com/products/audio/view-audio-training.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/printables/view-printables.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/voucher/view-vouchers.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/mega-guides/view-mega-guides.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/exams/view-practice-exams.aspx?campaignid=ls_resource_pdf
http://www.preplogic.com/products/video/view-video-training.aspx?campaignid=ls_resource_pdf
http://preplogic.com
http://www.preplogic.com/products/exams/download/561/setup.exe
http://preplogic.com/products/audio/free-lessons/audio-sample.aspx?product_id=11076
http://preplogic.com/products/printables/samples/10980_printables_sample.pdf
http://www.preplogic.com/products/mega-guides/samples/640802_CCNA_Sample.pdf

LA e bl le el COMPLETE PRODUCT LINE

Resource Center
CCNA (640-802)

Figure 126:
Suspend Your Telnet Session

Mega Guides

Rl#telnet 172.16.1.2 f

Trying 172.16.1.2 ... Open [
lEXAM VOUCHER
PAID

R2> = === <ctrl + shift + 6> then x entered here --------- G we: 1evst

R14# | ks

| AR 10 10 A ORRT A
| Sales guestions? 1-800-418-6789
Fi ** whe pruplogic. com **
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Figure 126a:
show sessions Command

Mega Guides

Rl#show sessions f ﬂnﬂaﬂr

lEXAM VOUCHER
PAID

CANBIDATE MUMBIR: 143791
[EEe Rt ti it vl

Conn Host Address Byte 1Idle Conn Name
* 1 172.16.1.2 172.16.1.2 0 1 172.16.1.2
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. AURROHYO R 010 10 RORAR B
| Sales guestions? 1-800-418-6789
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Figure 127:
resume Command

» CCNA (640-802) Quiz Me Series Sample

www.preplogic.com

Resource Center
CCNA (640-802)

Rl#show sessions
Conn Host Address Byte 1Idle Conn Name
* 1 172.16.1.2 172.16.1.2 0 1 172.16.1.2

R1 shows a single session (connection 1) open to R2.If | want to resume the telnet session, | can type
resume 1 (where 1 is the connection number shown in the first column):

Rl#resume 1

[Resuming connection 1 to 172.16.1.2 ... ]

R2>
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Figure 128:
copy running-config flash Command

CAT3550#copy running-config flash:

Destination filename [running-config]? running-backup

8161 bytes copied in 1.484 secs (5499 bytes/sec)
CAT3550#show flash Mega Guides

B R

Directory of flash:/ f Z :

lEXAM VOUCHER
PAID

CANBIDATE MUMBIR: 143791
[EEe Rt ti it vl

2 -rwx 4246296 Mar 1 1993 01:02:29 +00:00 c3550-15¢g312-mz.121-22.EAl.bin

4 -rwx 8161 Sep 9 1993 20:13:06 +00:00 running-backup ]

5 -rwx 976  Apr 17 1993 17:48:36 +00:00 vlan.dat I.'m}ﬁﬂ-.
360 -rwx 0 Mar 1 1993 05:12:23 +00:00  env_vars [P =
361 -rwx 75 Mar 1 1993 05:12:23 +00:00 system env vars
359 -rwx 8198 Aug 12 1993 18:54:12 +00:00 config.text

15998976 bytes total (3417088 bytes free
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Figure 129;
Diagram Showing Moving Files with TFTP

Mega Guides

— | s
A Ethernet Connection [y Espioscs
lEXAH VOUCHER

Cisco Switch Host running -
(172.30.2.1) TFTP software o g
(172.30.2.50) | 0
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Figure 130:
Backup the Cisco [0S

CAT3550#show flash

Directory of flash:/

2  -rwx 4246296 Mar 1 1993 01:02:29 +00:00 ¢3550-15g312-mz.121-22.EAl.bin
4 -rwx 8lo61l Sep 9 1993 20:13:06 +00:00 running-backup

5 -rwx 976 Apr 17 1993 17:48:36 +00:00 vlan.dat
360 -rwx 0 Mar 1 1993 05:12:23 +00:00 env vars
361 -rwx 75 Mar 1 1993 05:12:23 +00:00 system env vars

359 -rwx 8198 Aug 12 1993 18:54:12 +00:00 config.text
Mega Guides

15998976 bytes total (3417088 bytes free) R
CAT3550#copy flash: tftp: f ﬂ;&;;;
Source filename []? ¢3550-i59q312-mz.121-22.EAl.bin |

Address or name of remote host []? 172.30.2.50
Destination filename [c3550-15¢g312-mz.121-22.EAl.bin]?
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Figure 131:
TFTP Server Window

Current Directary I C:%Users\ eremny. 000NDesktop

Server interfaces |1?2_3|:|_2_5|:|

Thp Server | Titp Client I DHCP server I Syzlog server I Log wiewer

pEET | file: | ztart time | progress I:u_l,ltes| tu:utal| b
172.30.2.1:53744 »cdB80-5gal2-m..  16:55:51 MAA 3280688 unknown

s 3550-15g312-mz.121-22. EAl bin f... B | |':
g - EXAM VOUCHER
PAID

File gize : Unknown
3200688 Bytes rowd 406336 Bytes/zec
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